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1. OSDA1YAM=)

AZE(E 2022 £ 11 AIRTE. F5EO Ubuntu 22.04.1 LTS @ ISO A XA—=S%fERALTI A S
—JLU. SEBIRUIZBDTY . B8, Ubuntu 22.04.1 LTS OX1>FFAYR—NAR(E 2027 £ 4
HATY,

ubuntu-22.04.1-desktop-amd64.iso
OS 1AM EBORIERTEZ TR A (RULET . BEB(CLTTEL,

2. OpenVAS 1> A M=)V DrI#E(E
2-1. OpenVAS O1 Y AM=VFEIRICOWNT
Ubuntu 22.04 LTS A®D OpenVAS 22.4 D1 > AR IUTRD WEB 2&Z(CLEUI,

https://greenbone.github.io/docs/latest/22.4/source-build/index.html

2-2. Ubuntu 22.04 [C35{EUTz OpenVAS €1 YA M—IVEEIS TIVAIVUD PO (i
gk 2-1 OFIEZEEMEURZ ubuntu-22 04 GVM-22.4.0.sh ZROYA MBI~ 0—RU
ia-o

https://github.com/libellux/Libellux-Up-and-Running/blob/
master/docs/openvas/config/ubuntu-22_04_GVM-22.4.0.sh

ubuntu-22_04_GVM-22.4.0.sh T AT RTCEEIEITENZASITROBEOTY

® gvm 1-Y=EJ)—TOVERK
@ FEI1-Y-0KTE
3 PATH IRIRZEODFETE
@ AAN=WTVIYIZADFRTE
® Y-, EIWR A2AN=IVET LI NDERTE
® B/ \WT—>D1>AR=IL
@ Greenbone Y1 % —01>R—hk
GVM N\=23>% 22.4.0 [ctzy b
© RICRIIZR—F>b2FI>O0-RUTEILR- A=)
gvm-libs XML f#tfr. 2y ND—iBEREDEAMAEZIRM IS C 51735V
gvmd GVM E£H-EZXF—E>(Greenbone Vulnerability Management Daemon)
pg-gvm gvmd T{ERENS PostgreSQL OY—/\{L5k
gsad GSA Web server JavaScript MEREN 212D react JL—LT—7
GSA Web application GMP (C&2T gvmd LBIEI 23T —E>
openvassmb openvas-scanner OFfEEIET1-)L
openvas-scanner a5 47— Rz (CEERT. Hh5RL TEITIDA+Tv T
ospd-openvas GVM ' openvas-scanner ZUE— MilfHld3 OSP H—/t
notus-scanner RESSRERBZIRHEITIHDAFrF MQTT Z#FHL T openvas-
scanner $&U ospd-openvas LEET 5T —E
gvm-tools GVM XAy DVUE— NNz DY—)L GMP(Greenbone Management
Protocol)B&U OSP(OpenScanner Protoco A7 ALET



Redis FEXEUERIDF—/\J1—-AK7
Mosquitto JO—-H—D&TE
GVM BET (LI N)DN -2y 3 ERTE
@ J1—RN\UF—23>
@ gvm 1—-Y0/etc/sudoers T I ADEEx
@ PostgreSQL DFCENEFRTE
GVM 0 admin 1—5—-&#(/{XT—R(& admin TY)
@ admin 1—Y-0 UUID :&7E
@® NVT OEHAEHE(T1—RDOATYT 1)
@ GVMD_DATA ORIEAEHE(TJ1—RDATYT 2)
SCAP OREIFAEHE (41— RDIFTVT 3)
@ CERT OREAEHE(T1—RORATYTS 4)
@ GVM https OFERAEETE
@ gvmd.service D&k A %—J ) -EH)
@ gsad.service DE R 1 —J ) -tCE
@ ospd-openvas.service D&k 11—l - E)
@ notus-scanner.service NDEEFK-AR—JI)L -

2-3. gvminstall.sh TV AIVT MDIERK

AR 2-2 OAVAN=ILSTIVAIUT NG, @EBDS3T (FREF)NIELEIN RV D, AUSFIL
® ubuntu-22_04_GVM-22.4.0.sh> 1)L AT M gvminstall.sh(CIE—U. JRDOELICEEL
F9, COITES IS TN AV T NEBEDITES TY, (48 B ((BEEOFEMZRUET,

@ 47282~295 visudo fE#%Z ed IV RCEELFEU,

@ 47301~311 PostgreSQL DE&TEZINCL. FANTITOICLICLFELUR,

® 17320~324 admin JXY> RO IS—(CR37z. UUID_HERE IRIEZ#=Z Yk
IBHSOIEELFUL,

@ 17378 YwRA>h—b% 0.0.0.0 (CEELELUE,

® 17459 R—N&% gvmServerIPaddress ((ZEE LU,



3. OpenVAS D1>AM=)
3-1. PostgreSQL DN\Yor—I 1 AM=ILEESTE

@ postgresql postgresql-server-dev-all /\vor—4> A=)l

user@svrl23:~$ sudo apt-get install -y postgresql postgresql-server-dev-all<Jd
E=1"))

user@svrl23:~$

@ PostgreSQL /\wr—ON\-2 3> %= R 0E T .

user@svrl23:~$ pg_lsclusters<d

Ver Cluster Port Status Owner Data directory Log file
14 main 5432 down postgres /var/lib/postgresql/14/main
/var/log/postgresql/postgresql-14-main.log

user@svri23:~$%

® $HOME O/\—zy23> % &

user@svrl23:~$ sudo chmod 777 $HOMEJ
user@svrl23:~$%

@ Postgresql DICENEERTE

user@svri23:~$ sudo systemctl start postgresql@14-main.serviced[{E%]
user@svrl23:~$ sudo -u postgres bash<

postgres@svr123:/home/user$ createuser -DRS gvm<J
postgres@svrl123:/home/user$ createdb -O gvm gvmd<d
postgres@svrl123:/home/user$ psql gvmd<d

psql (14.5 (Ubuntu 14.5-Oubuntu0.22.04.1))

Type "help" for help.

gvmd=# create role dba with superuser noinherit; <J
CREATE ROLE

gvmd=# grant dba to gvm;<J

GRANT ROLE

gvmd=# create extension "uuid-ossp";<J
CREATE EXTENSION

gvmd=# create extension "pgcrypto";<J
CREATE EXTENSION

gvmd=# exitJd
postgres@svr123:/home/user$ exitd
exit

user@svrl23:~$%

[f@Z] PostgreSQL /\wor—2D)\—-23>" 14" 38U TEEL,



3-2. GVM A YA SIINDET
user@svrl23:~$ ./gvminstall.sh<d
[sudo] user M/{XT—R: COOOOOOO-J
 (BBE)HY 10 73/ W =AY ZAM=)VENERITINRO IO TN TELELET .
INAD—Rz AP, exit 5L/ A)L-T4—R. systemd A\OHY—-EXEEx
ENEITEINET, J1—REEH 1 BFREHNMDFEU.
JXATJ—=R : COOOOOO0O-
user@svri123:~$ exitd[fa=]
E=1:))
[sudo] user M/{AT—R:COOO0OO00O0-J
: (AR R GVM H—EADAT—IZANEKRENET .
® notus-scanner.service - Notus Scanner
Loaded: loaded (/etc/systemd/system/notus-scanner.service; enabled;
vendor preset: enabled)
Active: active (running) since Mon 2022-11-07 14:02:27 JST, 1s ago
Docs: https://github.com/greenbone/notus-scanner
Process: 14819 ExecStart=/usr/local/bin/notus-scanner --products-directory
/var/lib/notus/products --log-file /var/log/gvm/notu>
Main PID: 14820 (notus-scanner)
Tasks: 1 (limit: 9379)
Memory: 26.7M
CPU: 239ms
CGroup: /system.slice/notus-scanner.service
mql14820 /usr/bin/python3  /usr/local/bin/notus-scanner  --
products-directory /var/lib/notus/products --log-file /var/log>

11 A 07 14:02:26 svr123 systemd[1]: Starting Notus Scanner...
11 H 07 14:02:27 svr123 systemd[1]: Started Notus Scanner.

® ospd-openvas.service - OSPd Wrapper for the OpenVAS Scanner (ospd-

openvas)

Loaded: loaded (/etc/systemd/system/ospd-openvas.service; enabled;
vendor preset: enabled)

Active: active (running) since Mon 2022-11-07 14:02:27 JST,; 2min 39s ago

Docs: man:ospd-openvas(8)
man:openvas(8)

Process: 14828 ExecStart=/usr/local/bin/ospd-openvas --unix-socket

/run/ospd/ospd-openvas.sock --pid-file /run/ospd/ospd-openva>

[@= | exit OBIlC ps AN FERIT9 2E/\WHT592 KT gvminstall.sh H'5=47a11 CLBCENE
P CEFY,
user@svrl23:~$ psd
PID TTY TIME CMD
28964 pts/4 00:00:02 bsh
68353 pts/4 00:00:00 gvminstall.sh
71106 pts/4 00:00:00 bsh
71122 pts/4 00:00:00 ps
user@svrl23:~$



Main PID: 14836 (ospd-openvas)
Tasks: 5 (limit: 9379)
Memory: 118.8M
CPU: 1min 1.798s
CGroup: /system.slice/ospd-openvas.service
tq14836 /usr/bin/python3 /usr/local/bin/ospd-openvas --unix-
socket /run/ospd/ospd-openvas.sock --pid-file /run/ospd/os>
mql14839 /usr/bin/python3 /usr/local/bin/ospd-openvas --unix-
socket /run/ospd/ospd-openvas.sock --pid-file /run/ospd/os>
11 H 07 14:02:27 svr123 systemd[1]: Starting OSPd Wrapper for the OpenVAS
Scanner (ospd-openvas)...
11 A 07 14:02:27 svr123 systemd[1]: Started OSPd Wrapper for the OpenVAS
Scanner (ospd-openvas).

® gvmd.service - Greenbone Vulnerability Manager daemon (gvmd)
Loaded: loaded (/etc/systemd/system/gvmd.service; enabled; vendor
preset: enabled)
Active: active (running) since Mon 2022-11-07 14:02:28 JST; 2min 39s ago
Docs: man:gvmd(8)
Process: 14848 ExecStart=/usr/local/sbin/gvmd --osp-vt-
update=/run/ospd/ospd-openvas.sock --listen-group=gvm (code=exited, stat>
Main PID: 14849 (gvmd)
Tasks: 3 (limit: 9379)
Memory: 782.0M
CPU: 1min 10.506s
CGroup: /system.slice/gvmd.service
tq14849 "gvmd: gvmd: Waiting " --osp-vt-update=/run/ospd/ospd-
openvas.sock --listen-group=gvm
tq14868 gpg-agent --homedir /var/lib/gvm/gvmd/gnupg --use-
standard-socket --daemon
mql14883 "gvmd: gvmd: Syncing
update=/run/ospd/ospd-openvas.sock --listen-group=gvm
11 H 07 14:02:27 svr123 systemd[1]: Starting Greenbone Vulnerability Manager
daemon (gvmd)...
11 B 07 14:02:27 svr123 systemd[1]: gvmd.service: Can't open PID file
/run/gvmd/gvmd.pid (yet?) after start: Operation not permitted
11 H 07 14:02:28 svr123 systemd[1]: Started Greenbone Vulnerability Manager
daemon (gvmd).

--0sp-vt-

® gsad.service - Greenbone Security Assistant daemon (gsad)
Loaded: loaded (/etc/systemd/system/gsad.service; enabled; vendor
preset: enabled)
Active: active (running) since Mon 2022-11-07 14:02:28 JST; 2min 39s ago
Docs: man:gsad(8)
https://www.greenbone.net
Process: 14881 ExecStart=/usr/local/sbin/gsad --listen=0.0.0.0 --
port=9392 (code=exited, status=0/SUCCESS)
Main PID: 14889 (gsad)
Tasks: 2 (limit: 9379)
Memory: 1.7M
CPU: 16ms
CGroup: /system.slice/gsad.service
mq14889 /usr/local/sbin/gsad --listen=0.0.0.0 --port=9392



11 A 07 14:02:28 svr123 systemd[1]: Starting Greenbone Security Assistant
daemon (gsad)...

11 A 07 14:02:28 svr123 gsad[14881]: Oops, secure memory pool already
initialized

11 A 07 14:02:28 svr123 systemd[1]: Started Greenbone Security Assistant
daemon (gsad).

user@svri23:~$%



4. GVM DEE
4-1. GVM OFPYITF—b

OpenVAS DEFICHo TIERFIDT — IR —ZIREECT BN BN BB, FLOIXYRTTYT
T-MATVEI [RE ],

$ sudo -u gvm greenbone-nvt-sync<

$ sudo -u gvm greenbone-feed-sync --type GVMD_DATA
$ sudo -u gvm greenbone-feed-sync --type SCAPJ

$ sudo -u gvm greenbone-feed-sync --type CERTJ

4-2, GVM OBda

$ sudo systemctl start notus-scanner<
$ sudo systemctl start ospd-openvas<d
$ sudo systemctl start gvmd<J

$ sudo systemctl start gsad<d

4-3. GVM OfFIE

$ sudo systemctl stop notus-scannerd
$ sudo systemctl stop ospd-openvas<d
$ sudo systemctl stop gvmd<d
$ sudo systemctl stop gsad<d

4-4. GVM DIRAEHER

$ sudo systemctl status notus-scanner<

$ sudo systemctl status ospd-openvas.service<
$ sudo systemctl status gvmd.service<

$ sudo systemctl status gsad.serviced

4-5. GVM OBAY—-b

$ sudo systemctl restart notus-scanner<
$ sudo systemctl restart ospd-openvas<
$ sudo systemctl restart gvmd<d
$ sudo systemctl restart gsad<d

[{EZ] J4—RE—H 1 BO7YTT—NIBITHD. EEEIETULTHBREKRNMVEITI . sync T
(RO E-IHFRRENET (IP 7 RUABEA TEIBENTLEHLITY),

Only one sync per time, otherwise the source ip will be temporarily blocked.
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5. OpenVAS DIZ{F
5-1. OpenVAS AQOY1>

T7Hhook admin E/XXT—R admin % https://IPaddress: 9392/ T&RRSNS T sCDEIE
[CAAU. Sign in 270UvILET,

X

& O & UFUTRIEEL | s/ 192.168.1.108:9352 login oot @

o
2
()

+ RO ¥ @B & p ¢

Sign in to your account

Usamarmg
katsumi

Fowared by
Greenbone

o]
ol
5-2. SRAUDEH
(1) Av>R—R(MITEE)TY .. LEB/N—D Scans — Tasks Z&IRLET
& 3 O A UTUTOREEL | e 1921681104939 Bt (= @ g -
q
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@ Users
Groups, -
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d]]lbashboards | sarmisions f
Overview LY | Trshean
oA oo a
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ey T —— | 13 by Sovaty Chose (Toa: 1656883
a0 W B crested CvEs
P
E:m
e
i L
- - o]
Gireanbone Security Azsgtant (G5A) Copyright (C) 20092021 by Gressbone Networks Gmbi, winw.gresnbona et $
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(2) 2B Dashboards Fd [ %8&RU. New Task #7UvIUET,

_Ej B Greenbone Secumity Avsataed - ah— - o %
« O A UEIUTARMGL | s 192.168.1.904:9392 tasks A ot B @
Q
e\ Fies | OXOOH - =
5 T Task -
. v Containgr Task
1=/ Tasks 0 of 0 oo ¥
Fasks by Severity Class (Totak: 0) 9
| &
Bty par et
HNo Tasks available
i T Tia=3 = 12]
@
©
Greunbons Satir vy Auvmtan (GEA) Capyright {C} F005-331 by Grammsors Hemnsie Gomb, sevigraanibana.nak
OF &0
(3) Scan Targets @ z2))wILET,
« O A EFIUTARIEL | s 1921680 1049392 tasks Y

®ves O No

= ves (D No

o fa

O Yes @ Ne

i Do rat delete reports

O antematically delete oldest reports but always keep newest

apenvas Dofault v

Full and fast v
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(D] # Commtoresecury dmane- x| = e
« O A CFUFRIUEL | e 1921681, 104:5352 racks Ao @ @

@ aral |

) From file P RAEINTOERA

" Allow
u"::f',,:“,: ®ves Oitio
multlpla 1P
Port List | All IANA assigned TCP
Alive Tost | sean Config Dafauit
Credentials for S;Hmhnu cated checks.

(5)Name ([CHRI D& ETZ AN, Scan Target # ¥ TiERL T Save LT,

X

(8] » e |1 B
« O A CFUFRIEL | e 1921681, 1045352 racks Ao @ @

P OF E & 0
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e O
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5-3. ¥—-5YhONESEHRE
(1)Task & Target N&EfRENFLL, [> NI BT HARENIRFDFT

) | & Greenbone Securiyy dssistant -7 x| == = IR x
i A CFVFRIBUL | b/ 192, 168.1.104:5352 tasks A 15 Tt @ 8
Q
- L4
(RN Filtar OXODFE - |-
1=/ Tasks 1of 1 o L
]
&3 ' = I
Ea 1-10f1
Hame & Status Reports  Last Report Severity Trend Actions
peit? —TE— jufe E=irud
apoly to page contents v |5 [ i
e L-tof1
o]
]

(2)Status[EZ ICERITORENMN -2 T - TRREINF T REN5T T I5¢ Done hFRS
nxd.

) | & Greenbone Securiyy dssistant -7 x| == = IR x
i A CFVFRIBUL | b/ 192, 168.1.104:5352 tasks A 15 Tt @ 8
Q
- . &
@\ Filtar OXOOF - v -
1=/ Tasks 1of 1 o L
]
= ' [~ I
+
LI —
] 1-10f1
Hame & Status Reports  Last Report Severity Trend Actions
pe11? T Maon, Oct 31, 3027 11:38 AM UTC T 0 meE o
apoly to page contents v |5 [ i
e L-tof1
o]
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[{#% |Status (&. Reguested — Queued — N—-t>F7—>DFRr — Done EBRULET,
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5-4. Reports DFR
()&% —/N\-0OLIR—KTY, Scans — Reports Z#IRLET .

o | @ Greenbone Secusity Assistant - 7 % +

& (O A PFIUTEEUL | beps//192.168.1.104:8352 10k

[ RN Filter CRO@H hd
1=/ Tasks 1 of 1 oo

Taks by Severily Class (Tolal: 1) Tazke with mu=t High Results per Host Tasks by Status (Total: 1)

aor
Fimsum ow st
] 1-10f1
Hame & Status Reports  Last Report Severlty Trend Actions
swr247 T Mon, Oct 31, 2022 11:57 AM UTC |75 (eisgiy | [ Tl =] red
Apgly to page contents ¥ | %3 (T i
o il Fitars Sy ety T ) prctm e st Fowam ] <]<]1-10f1

(2)URV %A T BTENTEET . Date HWOERITREZ VI THIREXRGERLE T .

— (5]

Lol - TR I £

o | @ Greenbone Secusity Assistant - | % +

& (O A EFIUTEEUL | bees//192.168.1.104:8352 reperts

@ Filter CRO@H hd

@Reportslofl [Rds)

Reports by Severy G Tt 1) Reports by VS Totot 1)

B Max vigh
5 B Max High pir Hoed

£
: i
4 =
i i
on 31 Novesnbes L 1 4 1]
- e
1-1o1
Date ¥ status Task Severity BT U ST EEEEE EESYTE Acions
n, 2022 11:
re O3 IR USTAN e w247 1 7 1 122 o AX
Apply to pege contents ¥ (T3 3
appliad filtar: apply_svartidersil min_gede 1 sart-cevariandate firstal rowan o] 1-1ck)
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(3)Results ##IC High & Medium URIO&EETHFRRENTVET,

) | & Greenbone Security Assistant - F x| - -0

« O A rRUTERE

Disshbosrds Mesilience Canfiguratian Administration
T L@ L Filter OXOBE v
Repor Mon, Oct 31, 2022 11:57 A
t: M UTC - Created

Information Results Hosts  Parts  Applications  Operating Systems CVEs  Closed CVEs  TLS Certificates  Frror Messages  lser Tags
(Faf143)  (fefl) (Safid) (5 ot 5) {1 af1) (3 af3) {0 af 0) {5 of 5) (o afa)

qQ
L
-
ovmen latumi | 28
|
&

Fask Mame swrzay

scan Time Man, Oct 31, 2022 11:58 AM UTC - Mon, Ot 31, 2022 12:21 P4 UTC :
scan Duration o:23h
Scan Status [ pane |
osts scanned 1
ilter agply_overrides =0 levels=hml min_ged=70
imezone Coordinated Universal Time (UTC)
i)

(4)Results 29U 93L Severity BICRABNERRENET , Vulnerability DU>I%I)wI3 5L
MESS OB ZHER T BN TEET,

) | & Greenbone Security Assistant - F x| - -0

« O A rRUTERE

Disshbosrds Mesilience Canfiguratian Administration
T L@ L Filter OXOBE v
Repor Mon, Oct 31, 2022 11:57 A
t: M UTC - Created

Information  Results Hosts  Parts  Applications  Operating Systems CVEs  Closed CVEs  TLS Certificates  Frror Messages  Lser Tags
(Faf143) (fefl) (Safid) (5 ot 5) {1 af1) (3 af3) {0 af 0) {5 of 5) (o afa)

qQ
L
-
ovmen latumi | 28
|
&

1-908 .
Hosl
Vulnerability N severity v QoD Location Created
1w Name
S5L/TLS: Report Vulnarable Cipher Suites for HTTRS 4 EESTTCTEE ot e 197.168.1.247 sss5/tep :‘;ﬂ&%-l 31, 2022 12:10
SSLITLS: Renegotiation DoS Vulnerabllity (CVE-2011-1473, CVE-2011-5094) %, DENTCNESNE 70%  162.166.1.247 143/tep Hon. ik 31,2022 13:18
SEL/TLS: Renegotiation DoS Vulnerabiity (CVE-2011.1473, CVE-2011.5094) 2, IECTCNIESE 70%  192.168.1.247 25/t Hon. ot 3L, 202z 1228
. . - . . - Man, Oct 31, 2022 12:16
SSL/TLS: Renegotiation DoS Vulnerability (CVE-2011-1473, CVE-2011-5094) 2, IERTCEIESE 70%  192.168.1.247 S535/tep PHTE
SSLITLS: Renegotiation DoS Vulnerability (CVE-2011-1473, CVE-2011-5094)  F, DENTTOMEENE 70 %  162.166.1.247 110/tep P et 3L, 202z 12s
Check if Mailserer answer to VRFY and EXPN requests & EOTTEESE e 1921681247 25/tep ;‘:"L'n%"l 31, 2022 12111
SSL/TLS: Report Weak Cipher Suites % EITTEESE 96 % 102,166.1.247 a43tep Blan, ¢t 31, 2022 13:10
SSL/TLS: Repart Weak Cipher Suites 5 TSI 8% 192.168.1.247 5555/1cp gﬁﬂﬁ%ﬂ 31,2022 12:10
) Man, Oct 31, 2022 12:00
[LF timestamps = B % 192.168.1.247 generalitcp s
4 filbar= ap 1-0cal] |
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(5)Hosts @ Reports &R T,

o | B Greenbone Secusity Assistant - T % | 4=

O D PFIUTEEUL | bees/192.168.1.104:5052 re

Dashbosrds

.

@ Repor Man, Oct 31, 2022 11:57 A

t:

Information

Tagk Mame
Sean Time
Sean Duration
Sean Status
Hosts scanned
Filter

Timezone

Hesilience

Adminastration

BT Filler DX OB hd

M UTC

Results  Hosts  Ports  Applications  Operating Systems
(Faf143)  (fefl) (Safid) (5 ot 5) (1 af1)

Created Cvmars katsumi

CVEs Closed CVEs  TLS Certificates  Frror Messages  User Tags
(3 af3) {0 af 0) {5 of 5) (7 af 0) i)

swrlay

Man, Oct 31, 2022 11:58 AM UTC - Man, Oct 31, 2022 12:21 PM UTC
0:23h

apply_overrides=0 levels=hml min_god=70

Coordinated Universal Time (UTC)

(6)Ports M Reports &RTY,

L by Grwanbrorm fatimorks GenbH, wenegreanben

o | @ Greenbone Secusity Assistant - | % +

¢« c

Dashboards

@7 =

@ Repor Man, Oct 31, 2022 11:57 A

t:

@BV W

M UTC T

Adnunistration

Filter GRO@H ¥

Information  Results Hosts  Parts  Applications  Operating Systems CVEs  Closed CVFs  TLS Certificates  Frror Messages  User Tags
(Faf143) | (1afl) (Safid) (5ot 5) {1 af1) (3 af3) {0 af 0} {5 of 5) (@ ar o) [7]
1-5015
Port Haosts Severity ¥
5555/tep 1 7.5 (igh) |
443/1cp 1 L S0 e dium) |
143/ten 1 T
110tep 1 S i) |
24/t 1 [ o fu i) |
tars apgly_gverrides=0 leveis=hmi rvs=100 min_god=7d Rrat= 1 son-reverse=saventy) Ih-Sofs
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(7)Applications ® Reports 7R T9 . Application CPE DU I%IIwI9 2EHMNESR TEE
ER

B | & Greenbone Securiny Assistant - F x| — (5] x
« A T5TER PR I I |
qQ
Disshbosrds Mesilience Canfiguratian Administration &
T L@ L Filter OXOBE v -
Repor Mon, Oct 31, 2022 11:57 A
t: M UTC . Created: | P— ]
e — a
Information  Results Hosts  Parts  Applications  Operating Systems CVEs  Closed CVEs  TLS Certlficates  Frror Messages  lser Tags
(Faf143)  (fefl) (Safid) (5 of 5) {1 af1) (3 af3) {0 af 0) {5 of 5) (o afa) o) &
1-5005 ;
Application CPE Hosts vocurrences Severity ¥
& cpei/aiphpiphp:8.0.20 1 H [ wa |
cpe:/a: pestiiv: postflx 1 2 T
# cpe:faapachechiip server:2.4.54 1 F3 | wia |
cpresfasdovecot:dovecot 1 4 [ |
cpe:fatopanssl:openssl:1.1.1q 1 2 YT
Apulied lillers apely_sverrides ». se=severily) h-sofs]
i)
@
(8)Operating Systems ® Reports TR TI,
B | & Greenbone Securiny Assistant - F x| — (5] x
« A T5TER PR I I |

Disshbosrds Mesilience Canfiguratian Administration

T L@ L Filter OXOBE v
Repor Mon, Oct 31, 2022 11:57 A
t: M UTC . Createds |

Information Results Hosts Ports  Applications Operating Systems CVFs  Closed CVEs  TLS Certificates  Frror Messages  Lser Tags
[ (5 af 137) (5 ot 5) (1 af1) (3 af3) {0 of o) { ) (a3 af 0) [(]

9 af 143) | {2 of 1)

qQ
L
-
ovmen latumi | 28
|
&

1-10f1 4
Uperating System CPE Hosts Severity ¥
B8 Linux/unix cpe:/oilinuxikemnel 1 [_z.5 (ighy |
§ pe—— R 1-10f1]
i)
Greantore Sucurity Assistiet (G8A] Copyraght (C) 2003-021 by Greenkors Netmirks GenbH, we.greanbonme
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(9)CVEs @ Reports &RTY,

o | B Greenbone Secusity Assistant - T % | 4=

& G b EFTEENL

Dashbosrds

.

BT

Batpsy//192.168.1.104:9392/report/ 107,

Hesilience

siecinfa Canfiguration

Adminastration

Filter RO v
Repor Mon, Oct 31, 2022 11:57 A
___pone |
t: M UTC Created Gman katsumi
Information  Results Hosts  Parts  Applications  Operating Systems CVEs  Closad CVEs  TLS Certlficates  Frror Messages  Lser Tags
(Faf143)  (fefl) (Safid) (5 ot 5) (1 af1) (3af3) 0 of 0) {8 o¢ 5) (7 af 0) i)
1-30f3]
CVE LY Hosts  Occurrences  Severity ¥
CVE-2016-2163 CVE-2016-6329 CVE-2020-12872 S5LTLS: Report Vulnerable Cipher Suites for HTTPS 1 1 7.5 thigh) |
S5L/TLS: Renegotiation Dos Vulnerability (CVE-2011-
CVE-2011-1473 CVE-2011-5094 1473, CVE.2011-5094) 1 4 L 5.8 (8 i |
CVE-2013-2566 CVE-2015-2808 CVE-2015-4000 SSLITLS: Report Weak Clpher Sultes 1 2 T
pplied filter: apply danedl lewalmhml =100 min, R re— 1-30f3]

(10)TLS Certificates @ Reports &R T,

L by Grwanbrerm atimarks GenbH,

o | @ Greenbone Secusity Assistant - | % +

¢« c

A 5T ERL

@I 5 Z@*0H L1
@ Repor Mon, Oct 31, 2022 11:57 A
t: M UTC

Hosts
(2arl)

Parts

Information  Results
i (5 ar 12}

3 af 143)

Btps (19216811049

Filter

Applications  Operating Systems
(5 of 5) {1af1)

Issuer DN &

CH=pAlphaS5L CA - SHA25G - G2,0=GlobalSlgn nv-sa,C=BE

CH=AlphassL CA - SHAZSE - G2,0=GlobalSlgn nv-53,C=BE

CN=AlphaS5L CA - SHAZSE - G2,0=GlobalSign nv-5a,C=BE

CHN=AlphaSSL CA - SHA25E - G2,0=GlobalSign nv.23,C=BE

CN=alphaSSL CA - SHA2S6 - G2,0=0lobalSign nv-%a,C=BE

CN=AlphaSS5L CA - SHA2SE - G2,0=GlabalSign nv-5a,C=BE

CH=AlphaS5L CA - SHAZSE - G2,0=Globalsign nv-£a,C=BE

Ch=AlphaS5L CA - SHAZ56 - 62,0=GlobalSign nv-sa

,C=BE

serial

1914C383312AM56303DE44BA

1914C383312AA5630IDE44BA

1914C383312AA5630IDES4BA

1914C383312AA56IDIDEMBA

1914C383312AA562D2DE4BA

1914C38331 2AAS6EIDEDEMBA

1914038331 2AA503030E448A

1914C383312AA5630IDE44BA

Adminsstration

OXO@F x

amar &

CVEs  Closed CVEs  TLS Certifficates  Frror Messages  Lser Tags
(3 af3) {0 af 0) (5 of 5) (2 af 0) (1)
1-80f8

Activates Expires 1w Hostname Part Actions
Sun, Jun 19, a

T B Fii, Jul 21, 2023 1347
2022 5:06 Pit 5106 P UTE 192.168.1.247 143 b
Sun, Jun 19 ]

B Fri, Jul 21, 2023
3%2 5:06 PM s e 192.166.1.247 485 =+
Sy, Jun 19 ;

i Fri, Jul 21, 2023 VAN S
fﬁ? 5:06 PM ok B 192.168.1.247 110 &
Sumn, Jun 19, .

08 P Fri, Jul 21, 2023

ﬁ? 5:06 PM LSl 192.168.1.347 203 &
Sun, Jun 19,
032 5:06 pM I 3L 2023 ygn 4gg g agy 5555 4
UTC S:06 PM UTC
Sun, Jun 19,

e Fr, Jul 21, 2023 T
;’rEI[:? 5:06 PM 5106 BM UTC 192.168.1.247 M3 &,
Sun, Jun 19,
2022 5:06 PM B, ul 23, 2023 193.268.1.247 ] by
uTe 5106 PM UTC :
Sun, Jun 19, -

. Fri, Jul 21, 2023 5

ﬁu{iz 5:06 PM 6106 P UTC 192.168.1.247 585
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5-5. Scans O Results &x
Scans O Results TITIARTD Severity 2K <RI DN TEET,

o | B CGreenbone Security Ausistant - 1 X | 4 - 2

< G A TFITEE Bttps/192.168.1.104:9392 results A

w
&
[

Dashhaards - Sacinfn Canfiguration Administrat

@ Fitter OXOAHF - =

@J Results 131 of 143 o
Resutts by Severity Class (Total: 131)

e

o Resul

5

WA v i
[ 1<]1-10cf 23>
Host
vulnerability M severity ¥ LL - e Location Created
o

SSLITLE: Ruport Vulnerable Cipher Suites for HTTPS = EEECYUCTTEE 08 % 1021581247 5555w e A 2Nz esl
Chack if Mallserver answer to VRFY and EXPN requests @ ETITEESE 9%  197.168.1.347 25/tep ;"?‘"ﬁ_r?:" 31,2022 12:11
SSL/TLS: Renegetiation DoS Vulnerability (CVE-2011-1473, CVE-2011- ) s Man, Oct 31, 2022 12:16

5094} g EETITTESE 0% 192.166.1.247 1430t Al

SSLITLS: Renegotiation Dos Vulnerabiity (CVE-2011-1473, CVE-2011- 2 e ) Mon, Oct 31, 2022 12:16

B054) X T0%  192.188.1.247 25/tp S

S51/TLS: Renegotiation Dos vulnerabiity (CVE-2011-1473, CVE-2011 " - . Man, Get 31, 2022 12:168

5004} 2 EYITSSE 0%  192.168.1.247 5555/tcn alpidss

SSL/TLS: Report Weak Clpher Suites & BT 8%  102.168.1.247 s555/te oy Ock 3042 02:10
S8L/TLS: Repart Waak Cipher Suite: S EEYCTEESE 98 197.168.1.247 P Mon. Oc 31, 2022 12:10
SEL/TLS: Rensgotiation DaS Vulnerability (CVE-2011-1473, CVE-2011 ™ 2 = Man, Oct 31, 2022 12115

=0a4) 2, ETTCEISE 0%  192.166.1.247 110/tcp P UTE

TCP timestamps & EEXIETEE 00%  192.166.1.247 generalitcp ot 230000

RPC Portmagper Service Detection (TCP) ETITTEE G0c 107880047 Wit Mo, 0ct 31, 2022 11:58

Siemalsons Sucuity ALdiatiss {FSA) Copyisiht (E) 20092051 by wmiloonss UL Benbi, v -
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5-6. Scans @ Vulnerabilities &R
Scans ® Vulnerabilities T(ZIRTD Severity 2RI BN TEET,

B | & Greenbone Securiny Assistant - x| < — (5] x
& O A PFIUTAEEGL | hes/192.168.1.104:9352 vulnerabilities
@
i Vulnerabilities 47 of 50
Vulnerabiitie:. 1
by CVES [Tolal: 47) Sxlvadubes
| itaport Farmats

i "-— Filters

B Tags

7 15

- 0 1

a T | T T T R—— I T T
1-100ts7 = [H
Hame Oldest Result Newast Result Saverity ¥ QoD Results  Hosts
1 130 12:
SELTLS: Report Vulnerable Cipher Suites for HTTRS P Stk SO 1 o oB% 1 1
13: %

Chack if Mailserver answar to VRFY and EXPN requests UMT.::I’ Oct3L;2022 12:11 PH :.'I‘.'E’ kAR AT EUHLL T ETTTTESTE LR | 1
——— I R —— Mon, Oct 31, 2022 12:15 PN Mon, Oct 31, 2022 12:16 PM J

SSL/TLS: Renegotiation Do Vulnerability (CVE-2011-1473, CVE-2011-5094) = i ETTTEEETE 0% 4 1
SSL/TLS: Report Weak Cipher Suitis fhon Ot 3 ROZELEAD P FON Ot 3L 2he2 Ae:0 P ppwnyomeenll oem 2 1
T a Mon, Oct 31, 2022 12:09 PM Mon, Gt 31, 2022 12:09 PM a i
TCP timestamps i uTe XTI 0% 1 1 &
T R WS Mon, Oct 31, 2022 14:52 AM  Mon, Oct 31, 2022 12:00 PM. ey o0 i @

hitpe/ 1621601104930 mrgers L2s St S oty Assia . (AL Curyrach (€] 0032023, by Qrwanisores Nukmrocks: el s wanbaivnant.

—IBODIREETIBNTUEUZ. IR A=y b, LIR—NRE REICRDZFELIZS Trashcan(Z#
FEN—D)OXRBETHIBRI BIUNTEF T, Flz. I—TYNEITFAIVATITEZED IP 7 RUAZIETER]
BET Y, MDA 1—FRICOFLLTIFER D (CEEBRZRUEITDT. SEICL TR,

S1&(3_gvm O PostgreSQL (FRESNeT —AIN-BIEZ TN FETY . AR EDHEHR
ZHHEUHCD
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{35% A. OS BIEDETE
A-1. EFOER
GUI TYITMIT 7L TIEEW,

A-2. NIC IP 7 RLADEETE

GUI Z{ERAULT eth0 @ NIC 1>571—A%5&TELF T, DHCP T(IR<ERH IP 7 RLADFEREN
EVPTVERBWNET, DNS (& /etc/systemd/resolved.conf F&EI7AILD DNS=/VIXAA(C IP
TP RUAZIBTELTTF AV, IPVE (HMEARALRVDTHNIE OFF ELZIFINEVTLELD,

Ubuntu D154, ifconfig I¥> RE(ER T 318, net-tools /\wi—2%A > A R=ILUTLIZEL,

$ sudo apt -y install net-tools<

A-3. sshd Q1 YAM-JLEESTE
openssh-server J\wo—%A > ZR=)LUTLIZEL,

$ sudo apt -y install openssh-serverd

BEARM(C sshd OFREZE(EIAETY, tF1)T1 DB TR-MESEZEUD, &E0J1>
REDFERZEEURWGEE. /etc/ssh/sshd_config EEI7MINEZEELT ssh H—E2&HiL
B TKIZE0,

$ sudo systemctl enable ssh<

Synchronizing state of ssh.service with SysV service script with
/lib/systemd/systemd-sysv-install.

Executing: /lib/systemd/systemd-sysv-install enable ssh

Created symlink /etc/systemd/system/sshd.service —
/lib/systemd/system/ssh.service.

Created symlink /etc/systemd/system/multi-user.target.wants/ssh/service —
/lib/systemd/system/ssh.service.

$ sudo systemctl start ssh<d

$ sudo systemctl restart ssh<d

A-4. LID(E)REQOBIEEE
OpenVAS DO>J IS 318, /etc/systemd/logind.conf R I7/ I ZZELT.
LID(ZE ) ZEADIRF (A B LRV TE (CEELE T,
#HandleLidSwitch=suspend
#HandleLidSwitchExternalPower=suspend
#HandleLidSwitchDocked=ighore
QIR N #" =9V FELEB(C, SHTEE suspend”Z"ignore”[CEEUEY, £z,
#LidSwitchIgnorelnhibited=yes

OIAN'#"&INFT .

FIz. GUI OIEETE | OEIREKIE CTIRIEE— M OFF LT,
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{34§% B. ubuntu-22_04_GVM-22.4.0.sh 3T AVUT MDZEE A s¥4
B-1. gvminstall.sh EAUIFISIIAIVIT MOZES
TERICEERRIVT N DERZ diff XD RTLEBRUE D ZRUET .

# diff gvminstall.sh ubuntu-22_04_GVM-22.4.0.shJ
283c283

< sudo ed -s /etc/sudoers 1>/dev/null 2>&1 <<-EOF
> sudo visudo

286,288c286

< #%sudo ALL=(ALL:ALL) ALL

<$

<a

> %sudo ALL=(ALL:ALL) ALL

292,295d289

<.

< w /etc/sudoers

<q

< EOF

298c292

< #sudo systemctl start postgresqgl@14-main.service
> sudo systemctl start postgresqgl@14-main.service
301,311c295,305

#sudo -u postgres bash

#createuser -DRS gvm

#createdb -O gvm gvmd

A

#psql gvmd
#create role dba with superuser noinherit;
#grant dba to gvm;
#create extension "uuid-ossp";
#create extension "pgcrypto";
#exit
#exit
> sudo -u postgres bash
> createuser -DRS gvm
> createdb -O gvm gvmd
>
> psql gvmd
> create role dba with superuser noinherit;
> grant dba to gvm;
> create extension "uuid-ossp";
> create extension "pgcrypto";
> exit
> exit
320,321c314,315
< UUID_HERE="sudo gvmd --get-users --verbose | grep admin | awk '{print
$23"
< #admin 0279ba6c-391a-472f-8cbd-1f6eb808823b

ANANANANANANANANNA
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> sudo gvmd --get-users --verbose

> admin 0279ba6c-391a-472f-8cbd-1f6eb808823b

324c318

< sudo gvmd --modify-setting 78eceaec-3385-11ea-b237-28d24461215b --
value $UUID_HERE

> sudo gvmd --modify-setting 78eceaec-3385-11ea-b237-28d24461215b --
value UUID_HERE

378c372

< ExecStart=/usr/local/sbin/gsad --listen=0.0.0.0 --port=9392

> ExecStart=/usr/local/sbin/gsad --listen=192.168.0.1 --port=9392
459c453
< # Visit the host e.g. https://gvmServerIPaddress:9392 login and have fun!!

> # Visit the host e.g. https://192.168.0.1:9392 login and have fun!!
#

B-2. gvminstall.sh ZEESIIAIUTp

001 #!/bin/bash

002 #

003 # Libellux: Up and Running

004 # GVM 22.04 (22.4.0) installation

005 # Author: Fredrik Hilmersson <fredrik@libellux.com>

006 # Credits: https://greenbone.github.io/docs/gvm-21.04/index.html

007 # Description: Pre-installation test for (GVM 22.04) 21.4.0 on Ubuntu 22.04
(Jammy Jellyfish)

008 # Last updated: 2022-08-01

009 #

010

011 # Install dependencies

012 sudo apt-get update && ¥

013 sudo apt-get -y upgrade && ¥

014 sudo apt-get install -y build-essential && ¥

015 sudo apt-get install -y cmake pkg-config gcc-mingw-w64 ¥

016 libgnutls28-dev libxml2-dev libssh-gcrypt-dev libunistring-dev ¥

017 libldap2-dev libgcrypt20-dev libpcap-dev libglib2.0-dev libgpgme-dev
libradcli-dev libjson-glib-dev ¥

018 libksba-dev libical-dev libpg-dev libsnmp-dev libpopt-dev libnetl-dev gnupg
gnutls-bin ¥

019 libmicrohttpd-dev redis-server libhiredis-dev openssh-client xsltproc nmap ¥

020 bison postgresql postgresql-server-dev-all smbclient fakeroot sshpass wget
¥

021 heimdal-dev dpkg rsync zip rpm nsis socat libbsd-dev snmp uuid-dev curl
gpgsm ¥

022 python3 python3-paramiko python3-Ixml python3-defusedxml python3-pip
python3-psutil python3-impacket ¥

023 python3-setuptools python3-packaging python3-wrapt python3-cffi
python3-redis python3-gnupg ¥

024 xmistarlet texlive-fonts-recommended texlive-latex-extra perl-base xml-
twig-tools ¥

025 libpaho-mgtt-dev python3-paho-mqgtt mosquitto xmltoman doxygen

026
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027 # Create GVM user and group

028 sudo useradd -r -M -U -G sudo -s /usr/sbin/nologin gvm && ¥

029 sudo usermod -aG gvm $USER && su $USER

030

031 # Define installation directories

032 export PATH=$PATH:/usr/local/sbin && export INSTALL_PREFIX=/usr/local
&& ¥

033 export SOURCE_DIR=$HOME/source && mkdir -p $SOURCE_DIR && ¥

034 export BUILD_DIR=$HOME/build && mkdir -p $BUILD_DIR && ¥

035 export INSTALL_DIR=$HOME/install && mkdir -p $INSTALL_DIR

036

037 # Import GVM signing key to validate the integrity of the source files

038 curl -f -L https://www.greenbone.net/GBCommunitySigningKey.asc -0
/tmp/GBCommunitySigningKey.asc && ¥

039 gpg --import /tmp/GBCommunitySigningKey.asc

040
041 # Edit GVM signing key to trust ultimately
042 echo "8AE4BE429B60A59B311C2E739823FAA60ED1ES80:6:" >

/tmp/ownertrust.txt && ¥

043 gpg --import-ownertrust < /tmp/ownertrust.txt

044

045 # Set GVM version

046 export GVM_VERSION=22.4.0

047

048 # Download and verify the GVM librarires

049 export GVM_LIBS_VERSION=$GVM_VERSION && ¥

050 curl -f -L https://github.com/greenbone/gvm-
libs/archive/refs/tags/v$GVM_LIBS VERSION.tar.gz -o $SOURCE_DIR/gvm-libs-
$GVM_LIBS_VERSION.tar.gz && ¥

051 curl -f -L https://github.com/greenbone/gvm-
libs/releases/download/v$GVM_LIBS_VERSION/gvm-libs-
$GVM_LIBS_ VERSION.tar.gz.asc -0 $SOURCE_DIR/gvm-libs-

$GVM_LIBS VERSION.tar.gz.asc && ¥
052 gpg --verify $SOURCE_DIR/gvm-libs-$GVM_LIBS_VERSION.tar.gz.asc
$SOURCE_DIR/gvm-libs-$GVM_LIBS_VERSION.tar.gz

053
054 # Extract, build and install
055 tar -C $SOURCE_DIR -xvzf $SOURCE_DIR/gvme-libs-

$GVM_LIBS_VERSION.tar.gz && ¥

056 mkdir -p $BUILD_DIR/gvm-libs && cd $BUILD_DIR/gvm-libs && ¥

057 cmake $SOURCE_DIR/gvm-libs-$GVM_LIBS_VERSION ¥

058 -DCMAKE_INSTALL_PREFIX=$INSTALL_PREFIX ¥

059 -DCMAKE_BUILD TYPE=Release ¥

060 -DSYSCONFDIR=/etc ¥

061 -DLOCALSTATEDIR=/var && ¥

062 make DESTDIR=$INSTALL_DIR install && ¥

063 sudo cp -rv $INSTALL_DIR/* / && ¥

064 rm -rf $INSTALL_DIR/*

065

066 # Set version, Download and verify GVMD

067 export GVMD_VERSION=$GVM_VERSION && ¥

068 curl -f -L
https://github.com/greenbone/gvmd/archive/refs/tags/v$GVMD_VERSION.tar.gz
-0 $SOURCE_DIR/gvmd-$GVMD_VERSION.tar.gz && ¥
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069 curl -f -L
https://github.com/greenbone/gvmd/releases/download/v$GVMD_VERSION/gvm

d-$GVMD_VERSION.tar.gz.asc -0 $SOURCE_DIR/gvmd-
$GVMD_VERSION.tar.gz.asc && ¥

070 apg --verify $SOURCE_DIR/gvmd-$GVMD_VERSION.tar.gz.asc
$SOURCE_DIR/gvmd-$GVMD_VERSION.tar.gz

071

072 # Extract, build and install

073 tar -C $SOURCE_DIR -xvzf $SOURCE_DIR/gvmd-$GVMD_VERSION.tar.gz &&
¥

074 mkdir -p $BUILD_DIR/gvmd && cd $BUILD_DIR/gvmd && ¥

075 cmake $SOURCE_DIR/gvmd-$GVMD_VERSION ¥

076 -DCMAKE_INSTALL PREFIX=$INSTALL_PREFIX ¥

077 -DCMAKE_BUILD_TYPE=Release ¥

078 -DLOCALSTATEDIR=/var ¥

079 -DSYSCONFDIR=/etc ¥

080 -DGVM_DATA_DIR=/var ¥

081 -DOPENVAS_DEFAULT_SOCKET=/run/ospd/ospd-openvas.sock ¥

082 -DGVM_FEED_LOCK_PATH=/var/lib/gvm/feed-update.lock ¥

083 -DSYSTEMD_SERVICE_DIR=/lib/systemd/system ¥

084 -DPostgreSQL_TYPE_INCLUDE_DIR=/usr/include/postgresql ¥

085 -DLOGROTATE_DIR=/etc/logrotate.d && ¥

086 make DESTDIR=$INSTALL_DIR install && ¥

087 sudo cp -rv $INSTALL_DIR/* / && ¥

088 rm -rf $INSTALL_DIR/*

089

090 # pg-gvm

091 export PG_GVM_VERSION=$GVM_VERSION

092 curl -f -L https://github.com/greenbone/pg-

gvm/archive/refs/tags/v$PG_GVM_VERSION.tar.gz -o $SOURCE_DIR/pg-gvm-
$PG_GVM_VERSION.tar.gz && ¥

093 curl -f -L https://github.com/greenbone/pg-
gvm/releases/download/v$PG_GVM_VERSION/pg-gvm-
$PG_GVM_VERSION.tar.gz.asc -0 $SOURCE_DIR/pg-gvm-

$PG_GVM_VERSION.tar.gz.asc && ¥

094 gpg --verify  $SOURCE_DIR/pg-gvm-$PG_GVM_VERSION.tar.gz.asc
$SOURCE_DIR/pg-gvm-$PG_GVM_VERSION.tar.gz

095

096 tar -C $SOURCE_DIR -xvzf $SOURCE_DIR/pg-gvm-
$PG_GVM_VERSION.tar.gz && ¥

097 mkdir -p $BUILD_DIR/pg-gvm && cd $BUILD_DIR/pg-gvm && ¥

098 cmake $SOURCE_DIR/pg-gvm-$PG_GVM_VERSION ¥

099 -DCMAKE_INSTALL_PREFIX=$INSTALL_PREFIX ¥

100 -DCMAKE_BUILD_TYPE=Release ¥

101  -DPostgreSQL_TYPE_INCLUDE_DIR=/usr/include/postgresql && ¥

102 make DESTDIR=$INSTALL_DIR install && ¥

103 sudo cp -rv $INSTALL_DIR/* / && ¥

104 rm -rf $INSTALL_DIR/*

105

106 # Install NodelS v14.x

107 export NODE_VERSION=node_14.x && ¥

108 export KEYRING=/usr/share/keyrings/nodesource.gpg && ¥

109 export DISTRIBUTION="$(Isb_release -s -c)" && ¥
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110 curl -fsSL https://deb.nodesource.com/gpgkey/nodesource.gpg.key | gpg --
dearmor | sudo tee "$KEYRING" >/dev/null && ¥

111 gpg --no-default-keyring --keyring "$KEYRING" --list-keys && ¥

112 echo "deb [signed-by=$KEYRING]
https://deb.nodesource.com/$NODE_VERSION $DISTRIBUTION main" | sudo tee
/etc/apt/sources.list.d/nodesource.list && ¥

113 echo "deb-src [signed-by=$KEYRING]
https://deb.nodesource.com/$NODE_VERSION $DISTRIBUTION main" | sudo tee
-a /etc/apt/sources.list.d/nodesource.list && ¥

114 sudo apt update && ¥

115 sudo apt install -y nodejs

116

117 # install yarn

118 curl -sS https://dl.yarnpkg.com/debian/pubkey.gpg | sudo apt-key add - &&
¥

119 echo "deb https://dl.yarnpkg.com/debian/ stable main" | sudo tee
/etc/apt/sources.list.d/yarn.list && ¥

120 sudo apt update && ¥

121 sudo apt install -y yarn

122

123 # GSA

124 export GSA_VERSION=$GVM_VERSION && ¥

125 curl -f -L

https://github.com/greenbone/gsa/archive/refs/tags/v$GSA_VERSION.tar.gz -0
$SOURCE_DIR/gsa-$GSA_VERSION.tar.gz && ¥

126 curl -f -L
https://github.com/greenbone/gsa/releases/download/v$GSA_VERSION/gsa-
$GSA_VERSION.tar.gz.asc -o $SOURCE_DIR/gsa-$GSA_VERSION.tar.gz.asc && ¥

127 apg --verify $SOURCE_DIR/gsa-$GSA_VERSION.tar.gz.asc
$SOURCE_DIR/gsa-$GSA_VERSION.tar.gz
128

129 # extract build and install GSA (this may take awhile)

130 tar -C $SOURCE_DIR -xvzf $SOURCE_DIR/gsa-$GSA_VERSION.tar.gz && ¥

131 cd $SOURCE_DIR/gsa-$GSA_VERSION && rm -rf build && ¥

132 yarn && yarn build && ¥

133 sudo mkdir -p $INSTALL_PREFIX/share/gvm/gsad/web/ && ¥

134 sudo cp -r build/* $INSTALL_PREFIX/share/gvm/gsad/web/

135

136 # Set version, Download and verify GSAD

137 export GSAD_VERSION=$GVM_VERSION && ¥

138 curl -f -L
https://github.com/greenbone/gsad/archive/refs/tags/v$GSAD_VERSION.tar.gz -
0 $SOURCE_DIR/gsad-$GSAD_VERSION.tar.gz && ¥

139 curl -f -L
https://github.com/greenbone/gsad/releases/download/v$GSAD_VERSION/gsad-
$GSAD_VERSION.tar.gz.asc -0 $SOURCE_DIR/gsad-$GSAD_VERSION.tar.gz.asc
&& ¥

140 gpg --verify $SOURCE_DIR/gsad-$GSAD_VERSION.tar.gz.asc
$SOURCE_DIR/gsad-$GSAD_VERSION.tar.gz
141

142 # extract build and install GSAD

143 tar -C $SOURCE_DIR -xvzf $SOURCE_DIR/gsad-$GSAD_VERSION.tar.gz &&
¥

144 mkdir -p $BUILD_DIR/gsad && cd $BUILD_DIR/gsad && ¥
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145 cmake $SOURCE_DIR/gsad-$GSAD_VERSION ¥

146 -DCMAKE_INSTALL_PREFIX=$INSTALL_PREFIX ¥

147 -DCMAKE_BUILD_TYPE=Release ¥

148 -DSYSCONFDIR=/etc ¥

149 -DLOCALSTATEDIR=/var ¥

150 -DGVMD_RUN_DIR=/run/gvmd ¥

151 -DGSAD_RUN_DIR=/run/gsad ¥

152 -DLOGROTATE_DIR=/etc/logrotate.d && ¥

153 make DESTDIR=$INSTALL_DIR install && ¥

154 sudo cp -rv $INSTALL_DIR/* / && ¥

155 rm -rf $INSTALL_DIR/*

156

157 # Set version download and verify OpenVAS-SMB

158 export OPENVAS_SMB_VERSION=$GVM_VERSION && ¥

159 curl -f -L https://github.com/greenbone/openvas-
smb/archive/refs/tags/v$OPENVAS_SMB_VERSION.tar.gz -0
$SOURCE_DIR/openvas-smb-$OPENVAS_SMB_VERSION.tar.gz && ¥

160 curl -f -L https://github.com/greenbone/openvas-
smb/releases/download/v$OPENVAS_SMB_VERSION/openvas-smb-
$OPENVAS_SMB_VERSION.tar.gz.asc -0 $SOURCE_DIR/openvas-smb-
$OPENVAS_SMB_VERSION.tar.gz.asc && ¥

161 apg --verify $SOURCE_DIR/openvas-smb-
$OPENVAS_SMB_VERSION.tar.gz.asc $SOURCE_DIR/openvas-smb-
$OPENVAS_SMB_VERSION.tar.gz

162

163 # extract build and install openvas-smb

164 tar -C $SOURCE_DIR -xvzf $SOURCE_DIR/openvas-smb-
$OPENVAS_SMB_VERSION.tar.gz && ¥

165 mkdir -p $BUILD_DIR/openvas-smb && cd $BUILD_DIR/openvas-smb && ¥

166 cmake $SOURCE_DIR/openvas-smb-$OPENVAS_SMB_VERSION ¥

167 -DCMAKE_INSTALL_PREFIX=$INSTALL_PREFIX ¥

168 -DCMAKE_BUILD_TYPE=Release && ¥

169 make DESTDIR=$INSTALL_DIR install && ¥

170 sudo cp -rv $INSTALL_DIR/* / && ¥

171 rm -rf $INSTALL_DIR/*

172

173 # Download and verify openvas-scanner

174 export OPENVAS_SCANNER_VERSION=$GVM_VERSION && ¥

175 curl -f -L https://github.com/greenbone/openvas-
scanner/archive/refs/tags/v$OPENVAS_SCANNER_VERSION.tar.gz -0
$SOURCE_DIR/openvas-scanner-$OPENVAS_SCANNER_VERSION.tar.gz && ¥

176 curl -f -L https://github.com/greenbone/openvas-
scanner/releases/download/v$OPENVAS_SCANNER_VERSION/openvas-scanner-
$OPENVAS_SCANNER_VERSION.tar.gz.asc -0 $SOURCE_DIR/openvas-scanner-
$OPENVAS_SCANNER_VERSION.tar.gz.asc && ¥

177 apg --verify $SOURCE_DIR/openvas-scanner-
$OPENVAS_SCANNER_VERSION.tar.gz.asc $SOURCE_DIR/openvas-scanner-
$OPENVAS_SCANNER_VERSION.tar.gz

178

179 # extract build and install openvas-scanner

180 tar -C $SOURCE_DIR -xvzf $SOURCE_DIR/openvas-scanner-
$OPENVAS_SCANNER_VERSION.tar.gz && ¥

181 mkdir -p $BUILD_DIR/openvas-scanner && cd $BUILD_DIR/openvas-
scanner && ¥

28



182 cmake $SOURCE_DIR/openvas-scanner-$OPENVAS_SCANNER_VERSION ¥
183 -DCMAKE_INSTALL_PREFIX=$INSTALL_PREFIX ¥

184 -DCMAKE_BUILD_TYPE=Release ¥

185 -DSYSCONFDIR=/etc ¥

186 -DLOCALSTATEDIR=/var ¥

187 -DOPENVAS_FEED_LOCK_PATH=/var/lib/openvas/feed-update.lock ¥
188 -DOPENVAS_RUN_DIR=/run/ospd && ¥

189 make DESTDIR=$INSTALL_DIR install && ¥

190 sudo cp -rv $INSTALL_DIR/* / && ¥

191 rm -rf $INSTALL_DIR/*

192

193 # ospd-openvas

194 export OSPD_OPENVAS_VERSION=$GVM_VERSION && ¥

195 curl -f -L https://github.com/greenbone/ospd-
openvas/archive/refs/tags/v$OSPD_OPENVAS_VERSION.tar.gz -0
$SOURCE_DIR/ospd-openvas-$OSPD_OPENVAS_VERSION.tar.gz && ¥

196 curl -f -L https://github.com/greenbone/ospd-
openvas/releases/download/v$0SPD_OPENVAS_VERSION/ospd-openvas-
$0OSPD_OPENVAS_VERSION.tar.gz.asc -0 $SOURCE_DIR/ospd-openvas-
$0OSPD_OPENVAS_VERSION.tar.gz.asc && ¥

197 apg --verify $SOURCE_DIR/ospd-openvas-
$0OSPD_OPENVAS_VERSION.tar.gz.asc $SOURCE_DIR/ospd-openvas-
$0OSPD_OPENVAS_VERSION.tar.gz

198

199 # extract, build and install

200 # Test to replace $INSTALL_PREFIX with specified path --prefix=/usr/local +
remove --root=$INSTALL_DIR

201 # Using sudo and defining the --prefix /usr works so far but not the best
approach

202 tar -C $SOURCE_DIR -xvzf $SOURCE_DIR/ospd-openvas-
$0OSPD_OPENVAS_VERSION.tar.gz && ¥

203 cd $SOURCE_DIR/ospd-openvas-$OSPD_OPENVAS_VERSION && ¥

204 sudo python3 -m pip install . --prefix /usr --no-warn-script-location --no-
dependencies && ¥

205 sudo cp -rv $INSTALL_DIR/* / && ¥

206 rm -rf $INSTALL_DIR/*

207

208 # notus-scanner

209 export NOTUS_VERSION=$GVM_VERSION && ¥

210 curl -f -L https://github.com/greenbone/notus-
scanner/archive/refs/tags/v$NOTUS_VERSION.tar.gz -o $SOURCE_DIR/notus-
scanner-$NOTUS_VERSION.tar.gz

211 curl -f -L https://github.com/greenbone/notus-
scanner/releases/download/v$NOTUS_VERSION/notus-scanner-
$NOTUS_VERSION.tar.gz.asc -0 $SOURCE_DIR/notus-scanner-

$NOTUS_VERSION.tar.gz.asc && ¥

212 gpg --verify $SOURCE_DIR/notus-scanner-$NOTUS_VERSION.tar.gz.asc
$SOURCE_DIR/notus-scanner-$NOTUS_VERSION.tar.gz

213

214 # extract, build and install

215 # Test to replace $INSTALL_PREFIX with specified path --prefix=/usr/local

216 # Using sudo and defining the --prefix /usr works so far but not the best
approach
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217 tar -C $SOURCE_DIR -xvzf $SOURCE_DIR/notus-scanner-
$NOTUS_VERSION.tar.gz && ¥

218 cd $SOURCE_DIR/notus-scanner-$NOTUS_VERSION && ¥

219 sudo python3 -m pip install . --prefix /usr --no-warn-script-location --no-
dependencies && ¥

220 sudo cp -rv $INSTALL_DIR/* / && ¥

221 rm -rf $INSTALL_DIR/*

222

223 # tomli module (required for notus-scanner)

224 sudo python3 -m pip install tomli

225

226 # gvm-tools (Installing gvm-tools system-wide)

227 # Test to replace $INSTALL_PREFIX with specified path --prefix=/usr/local

228 # Using sudo and defining the --prefix /usr works so far but not the best
approach

229 sudo python3 -m pip install --prefix /usr --no-warn-script-location --no-
dependencies gvm-tools && ¥

230 sudo cp -rv $INSTALL_DIR/* / && ¥

231 rm -rf $INSTALL_DIR/*

232

233 # Configure Redis

234 sudo cp $SOURCE_DIR/openvas-scanner-$GVM_VERSION/config/redis-
openvas.conf /etc/redis/ && ¥

235 sudo chown redis:redis /etc/redis/redis-openvas.conf && ¥

236 echo "db_address = /run/redis-openvas/redis.sock" | sudo tee -a
/etc/openvas/openvas.conf
237

238 sudo systemctl start redis-server@openvas.service && ¥
239 sudo systemctl enable redis-server@openvas.service
240

241 # Set up the Mosquitto broker

242 sudo systemctl start mosquitto.service && ¥

243 sudo systemct] enable mosquitto.service && ¥

244 echo "mgqtt_server_uri = localhost:1883" | sudo tee -a
/etc/openvas/openvas.conf
245

246 # add req. dirs

247 sudo mkdir -p /var/lib/notus && ¥

248 sudo mkdir -p /run/notus-scanner && ¥

249 sudo mkdir -p /run/gvmd

250

251 # add gvm to redis group and adjust permissions
252 sudo usermod -aG redis gvm && ¥

253 sudo chown -R gvm:gvm /var/lib/gvm && ¥

254 sudo chown -R gvm:gvm /var/lib/openvas && ¥
255 sudo chown -R gvm:gvm /var/lib/notus && ¥
256 sudo chown -R gvm:gvm /var/log/gvm && ¥

257 sudo chown -R gvm:gvm /run/gvmd && ¥

258 sudo chown -R gvm:gvm /run/notus-scanner && ¥
259 sudo chmod -R g+srw /var/lib/gvm && ¥

260 sudo chmod -R g+srw /var/lib/openvas && ¥

261 sudo chmod -R g+srw /var/log/gvm && ¥

262 sudo chown gvm:gvm /usr/local/sbin/gvmd && ¥
263 sudo chmod 6750 /usr/local/sbin/gvmd
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264

265 # adjust permissions for feed syncs

266 sudo chown gvm:gvm /usr/local/bin/greenbone-nvt-sync && ¥

267 sudo chmod 740 /usr/local/sbin/greenbone-feed-sync && ¥

268 sudo chown gvm:gvm /usr/local/sbin/greenbone-*-sync && ¥

269 sudo chmod 740 /usr/local/sbin/greenbone-*-sync

270

271 # Feed validation

272 export GNUPGHOME=/tmp/openvas-gnupg && ¥

273 mkdir -p $GNUPGHOME && ¥

274 gpg --import /tmp/GBCommunitySigningKey.asc && ¥

275 echo "S8AE4BE429B60A59B311C2E739823FAA60ED1ES80:6:"
/tmp/ownertrust.txt && ¥

276 gpg --import-ownertrust < /tmp/ownertrust.txt && ¥

277 export OPENVAS_GNUPG_HOME=/etc/openvas/gnupg && ¥

278 sudo mkdir -p $OPENVAS_GNUPG_HOME && ¥

279 sudo cp -r /tmp/openvas-gnupg/* $OPENVAS_GNUPG_HOME/ && ¥

280 sudo chown -R gvm:gvm $OPENVAS_GNUPG_HOME

281

282 # visudo

283 sudo ed -s /etc/sudoers 1>/dev/null 2>&1 <<-EOF

284

285 # Allow members of group sudo to execute any command

286 #%sudo  ALL=(ALL:ALL) ALL

287 $

288 a

289

290 # allow users of the gvm group run openvas

291 %gvm ALL = NOPASSWD: /usr/local/sbin/openvas

292 .

293 w /etc/sudoers

294 q

295 EOF

296

297 # Start PostgreSQL

298 sudo systemctl start postgresql@14-main.service

299

300 # Setup PostgreSQL

301 # sudo -u postgres bash

302 #createuser -DRS gvm

303 #createdb -O gvm gvmd

304

305 #psqgl gvmd

306 #create role dba with superuser noinherit;

307 #grant dba to gvm;

308 #create extension "uuid-ossp";

309 #create extension "pgcrypto"”;

310 #exit

311 #exit

312

313 # Reload dynamic loader cache

314 sudo Idconfig

315

316 # Create GVM admin
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317 sudo gvmd --create-user=admin --password=admin

318

319 #4# Retrieve our administrators uuid

320 UUID_HERE="sudo gvmd --get-users --verbose | grep admin | awk '{print
$2}"

321 #admin 0279ba6c-391a-472f-8cbd-1f6eb808823b

322

323 ## Set the value using the administrators uuid

324 sudo gvmd --modify-setting 78eceaec-3385-11ea-b237-28d24461215b --
value $UUID_HERE

325

326 # NVT sync. This might take awhile.

327 sudo -u gvm greenbone-nvt-sync

328

329 # Update Greenbone Feed Sync (run the commands one by one as GVM user).
This might take awhile.

330 sudo -u gvm greenbone-feed-sync --type GVMD_DATA

331 sudo -u gvm greenbone-feed-sync --type SCAP

332 sudo -u gvm greenbone-feed-sync --type CERT

333

334 # Generate GVM certificates for HTTPS

335 sudo -u gvm gvm-manage-certs -a

336

337 ## GVMD systemd

338 cat << EOF > $BUILD_DIR/gvmd.service

339 [Unit]

340 Description=Greenbone Vulnerability Manager daemon (gvmd)

341 After=network.target networking.service postgresgl.service ospd-
openvas.service

342 Wants=postgresql.service ospd-openvas.service

343 Documentation=man:gvmd(8)

344 ConditionKernelCommandLine=!recovery

345

346 [Service]

347 Type=forking

348 User=gvm

349 Group=gvm

350 PIDFile=/run/gvmd/gvmd.pid

351 RuntimeDirectory=gvmd

352 RuntimeDirectoryMode=2775

353 ExecStart=/usr/local/sbin/gvmd --osp-vt-update=/run/ospd/ospd-
openvas.sock --listen-group=gvm

354 Restart=always

355 TimeoutStopSec=10

356

357 [Install]

358 WantedBy=multi-user.target

359 EOF

360

361 sudo cp $BUILD_DIR/gvmd.service /etc/systemd/system/

362

363 ## GSAD systemd

364 cat << EOF > $BUILD_DIR/gsad.service

365 [Unit]
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366 Description=Greenbone Security Assistant daemon (gsad)
367 Documentation=man:gsad(8) https://www.greenbone.net
368 After=network.target gvmd.service

369 Wants=gvmd.service

370

371 [Service]

372 Type=forking

373 User=gvm

374 Group=gvm

375 RuntimeDirectory=gsad

376 RuntimeDirectoryMode=2775

377 PIDFile=/run/gsad/gsad.pid

378 ExecStart=/usr/local/sbin/gsad --listen=0.0.0.0 --port=9392
379 Restart=always

380 TimeoutStopSec=10

381

382 [Install]

383 WantedBy=multi-user.target

384 Alias=greenbone-security-assistant.service

385 EOF

386

387 sudo cp $BUILD_DIR/gsad.service /etc/systemd/system/
388

389 ## ospd-openvas systemd

390 cat << EOF > $BUILD_DIR/ospd-openvas.service

391 [Unit]

392 Description=0SPd Wrapper for the OpenVAS Scanner (ospd-openvas)
393 Documentation=man:ospd-openvas(8) man:openvas(8)
394 After=network.target networking.service redis-server@openvas.service
395 Wants=redis-server@openvas.service

396 ConditionKernelCommandLine=!recovery

397

398 [Service]

399 Type=forking

400 User=gvm

401 Group=gvm

402 RuntimeDirectory=ospd

403 RuntimeDirectoryMode=2775

404 PIDFile=/run/ospd/ospd-openvas.pid

405 ExecStart=/usr/local/bin/ospd-openvas --unix-socket /run/ospd/ospd-
openvas.sock --pid-file /run/ospd/ospd-openvas.pid --log-file /var/log/gvm/ospd-
openvas.log --lock-file-dir /var/lib/openvas --socket-mode 00770 --mqtt-broker-
address localhost --mqtt-broker-port 1883 --notus-feed-dir
/var/lib/notus/advisories

406 SuccessExitStatus=SIGKILL

407 Restart=always

408 RestartSec=60

409

410 [Install]

411 WantedBy=multi-user.target

412 EOF

413

414 sudo cp $BUILD_DIR/ospd-openvas.service /etc/systemd/system/
415
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416 # notus-scanner systemd

417 cat << EOF > $BUILD_DIR/notus-scanner.service

418 [Unit]

419 Description=Notus Scanner

420 Documentation=https://github.com/greenbone/notus-scanner

421 After=mosquitto.service

422 Wants=mosquitto.service

423 ConditionKernelCommandLine=!recovery

424

425 [Service]

426 Type=forking

427 User=gvm

428 RuntimeDirectory=notus-scanner

429 RuntimeDirectoryMode=2775

430 PIDFile=/run/notus-scanner/notus-scanner.pid

431 ExecStart=/usr/local/bin/notus-scanner --products-directory
/var/lib/notus/products --log-file /var/log/gvm/notus-scanner.log

432 SuccessExitStatus=SIGKILL

433 Restart=always

434 RestartSec=60

435

436 [Install]

437 WantedBy=multi-user.target

438 EOF

439

440 sudo cp $BUILD_DIR/notus-scanner.service /etc/systemd/system/

441

442 #+# Reload the system daemon to enable the startup scripts

443 sudo systemctl daemon-reload

444 sudo systemctl enable notus-scanner

445 sudo systemctl enable ospd-openvas

446 sudo systemctl enable gvmd

447 sudo systemctl enable gsad

448 sudo systemctl start notus-scanner

449 sudo systemctl start ospd-openvas

450 sudo systemctl start gvmd

451 sudo systemctl start gsad

452

453 # check status

454 sudo systemctl status notus-scanner

455 sudo systemctl status ospd-openvas.service

456 sudo systemctl status gvmd.service

457 sudo systemctl status gsad.service

458

459 # Visit the host e.g. https://gvmServerIPaddress:9392 login and have fun!!

460 # If you enjoy the content feel free to help out and tip me at:
https://fundof.me/libellux
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Vulnerability M severity ¥ Qob Location Created
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Operating System (0S) End of Life (EOL) Detection % EETEYOSSEN 0% 101.158.1:70 generalitep m’: O S
Micrasoft Windows SMB Sarver Multiple Vulnerabilities-Ramcte (4013380} 2, EDNITTTEE 95 192681070 445/tep E.‘I?E’ Oct 21, 2022 9:42 PH
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(7)Scans — Reports — Date — Hosts
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(30f24)  (2ofls) _(20F2) (0 of o) (2 of 1) (20f2) (8of8) (0 of 0} [0 of ) 2y &
1-10f1] +
P Address Hostname 05 Porls  Apps  Distance  Auth Start End High Medium  Low  Log lr,::";“ Total  Severity ¥
Hon, Oct 31, Mon, (et 31,
192.168.1.170 8 [] (=] 2022 4:37PM 2022 44 PM 3 o L] L] o 3 |_1o.0 Guigh) |
uTe uTC
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== @20 L1 Filter ORODE - v -~
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(30F24)  (20F2) (1oFd) (0 of 0} (2 of 1} (2aF2) (5ofs) (0 of 0} {0 oF ) (8] &
1-1cf1] +
Operating System CPE Hosls Severity ¥
[ windows xp epes/ozmicrosoltwindows_xp 1 [ 10.0 (uigh) |
Applied filters apply_averrides=0 levels=hml rovws=10¢ min_gad=70 first=1 sort-reverse=sevenity} f-1of1]
[E1)
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+
CvE YT Hosts  Ooourrences
CVE-2017-0143 CVE-2017-0144 CVE-2017-0145 CVE-2017-0146 CVE-2017-0147 Microsoft Windows SMB Server Multiple Vulnerabilities- 1
CVE-2017-01496 Remate (4013389)
" Microseft Windows SMB/NETBIOS NULL Sesslon
CVE-1999-0518 Authentlcation Bypass Vulnerability E !
Aplied filber: apehy_overridussd hevels shml rowa =100 n 70 lirst=t sort-ravaswssuverity] ¢ 1-20f2]
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[3oF28) | (2eF2) (1o0F4) (0 of 0} (2 oF I} (2of2) (8ofs) (0 of o) {0 2F0) (o &
l1-8ci8
+
CVE Huol nNVT Severity ¥
CVE-2010-0020 192.168.1.170 Microsoft Windows SMB Server NTLM Multiple Vulnerabilities (971968) 1.0 figh) |
CVE-2010-0021 192.168.1.170 Micrasalt Windows SHB Server NTLM Multiple Vulnerabilities (971468} [ 100 (iugh) |
CVE-2010-0022 192,168.1.170 Microsaft Windows 5B Server NTLM Multiple Vulnerabilities (971468} |_t0.0 guigh) |
CVE-2010-0231 192,168.1.170 Microsaft Windows SMB Server NTLM Multiple Vulnerabilities {971468) [ 100 iughy |
CVE-2009-2526 192.168.1.170 Microsoft Windows SMB2 Negotiation Frotocol Remate Code Execution Vidnerabiiity 18.0 {High
CVE-2009-1532 192,168.1.170 Microsaft Windows 5MB2 Negotiation Protocal Remate Code Execution Vilnerability 10.0 {High]
CVE-2009-3103 192,168.1.170 Micrasalt Windows SHMB2 Negatiation Protocal Remate Code Execution Vidnesability [ 10.0 (ugh) |
CVE-2006-3430 192.168.1.170 Microsoft Windows Server Service Remete Code Execution Vulnerabilicy (921883) |_10.0 guigh) |
s 1-80f6]
En
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D-1. Assets — Operating Systems

o | & Creenbone Security Assistart - © % | o=

« O A PFIUTFARIEUL | betps//192.168.1,104:9352 /operatingsystems Aol e @ @

Operoting Systes by Severily Class (Totet: &) Operating Systents by CVSS (Total 4)

 FONN 1EO Y G T TR I T I
WAL 12 3 4 5 & 7 8 % 10
Savurey

# of Vuleabiites

=] 1-4cf4
Severity
Hama Tithe Hosts  Modified Actlons.
Latest ¥ Highast Average
(0 coersa:micresoft:windows_xo ETTICTE T BT 1 Mop Ok 31, 2002.4:4 <
EJ cpes/oimicrosoft: windows EETETCCTE  EETEICCTE  EEETUrTEE 1 b B i
£ i - Maon, Oct 31, 2022 12:21
5] cpes/oscananical:ubuntu_linux EEEYITTEE O ot e, e
B cpe:/oclinux:kemel EEEYITTEE  ACETCTESE 2 bl Skl AUNeiAL e
Apply to page contents ¥ | X e
Apolied filtars sor-ravarsa=lstast_savanty firit=1 rova=1 1-4ot4

D-2. Resilience — Remediation Tickets

o | @ Greenbone Secusity Assistant - T % +

e O A TFTEELL | bepsy/152.168.1.104:9352 1

Filter oXOOHE hd
% Tickets 0 of O [Rae)
Tickets, by Statu (Totak: 0)
B Created Tickets
$ B ot Tickets
'e :
\—/ " '
N tickets available
Aoplied filtar:
o ) 2009 - "
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D-3. Resilience —» Compliance Policies
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Dashboards Hesliance Siasinfa

Filter

cies 6 of 6

Euler0)s Linux Security Configuration
(Check compliance statis of Fuler0S 2.0 SP3/SPS/SPE installation ag.

GaussDE 100 VIOORO01CO0 Security Hardening Guide (Standalons)
(Chisck eomgl Wi af GaussDB installation

GaussDE kemel

SODROO1CO0 Security Hardening Guide
(Check camplianes: st

atus againt mentioned policy (based on Issue 01 from 2020-07-21). Version 20201222.)

Huawei Datacom Product Security Configuration Audit Guide

(Check compliance statis of Huavel Datacom Device against abave named Policy as distributed by Huawei. Version 20211209.)
1T-Grundschutz Kempendium

{Palicy fir Bausteine: SYS 1.2.2, 8YS 2.2.2, §YS5 2.2.3, 8¥S§ 1.3, §¥§ 2.3. Version 20210318.)

Hardening Guide
stues againt mentioned policy (based on Issue 01 from 2020-10-14). Version 20201227.)

openGauss Sed
(Check comglis
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HName Family Created ¥ Modifled
SUSE: Security Advisory (SUSE-SU-2022:3806-1] fj'fﬁs‘fn'isﬂms n:"f:(,\,‘zﬂ'mznn ::libolc‘tng.]zozz
SUSE: Security Advisory (SUSE-SU-2022:3805-1) f;:;fd't:‘c‘:\!d’j :' ::‘;5:{“’ :’:’.:'D:;tnga.'rén??
SUSE: Securlty Advisory (SUSE-SU-2022:3804-1) Sty Chocks :?ﬁ:?uzﬁi'.czun byt
SUSE Local Fri, Ot 28, 2022 Fri, Oct 28, 2022

SUSE: Security Advisory (SUSE-SU-2022:2802-1) Setity cheds | GSEARITG S

SuSE Local
Security Checks

Fri, Oct 28, 2022
430 AMUTC

Fri, Oct 28, 2022
436 AM UTC

SUSE: Sacurity advisory (SUSE-SU-7027:3801-1)
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2022-42010 CVE-2022-42011
CVE-2022-42012

CVE-2022-42010 CVE-2022-42011
CVE-2022-42012

CVE-2022-42010 CVE-2022-42011
CVE- 202242012

CVE-2018-20846 CVE-2018-21010
CVE-2020-27814 CVE-2020-17624
CVE-2020-27841 CVE-2020-27842
CVE-2020-27843 CVE-2020-27845

201821010 CVE-2020-27624
7R4T CVE-2070-77843

oo

1- 10 of 105608 [> [

N severity QoD
J, EETTETE 7%
S TR 9w
13.. L3 | Medi 97 %
L
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[} 11- 10 of 105698 [> [
Hame Family Created ¥ Modified v N severlty QoD
S iR : ; SuSE Local Frl, Oct 28, 2022 P, Oct28, 2022 CVE-2022-42010 CVE-2022-42011
SUSE: Security Advisory (SUSE-SU-2022:3806-1) Cacurity Chacks S50 AN VeI A2012 L, =T 97 %

SuSE Local

SUSE: Security Advisory (SUSE-SU-2022:3805-1) B 5“,‘1‘"’3:{3”3 Bl DYA RN p032

-2022-42010 CVE-2022-42011
PO A M < (i) BRI

Security Checks 4136 AM UTC CVE-2022-43012
b 5 i i ; BuSE Lacal Fri, Ot 28, 2022 Fri, Oct 28, 2022 CVE-2022-42010 CVE-2022-42011
SURE: Secarity: pdvitory (SUSES11:2022:3004°1) Security Chocks  4:36 AM UTC 4:36 AW LTC CVE-2022-42012 & s i
CVE-2018-20846 CVE-2018-21010
5 : SUSE Local Fri, Oct 28, 2022 Fri, Oct 28, 2022  CVE-2020-27814 CVE-2020-17624 o
R Ak Al R A Security Chocks  4:36 AM UTC 4:36 &M UTC CVE.2020.27841 CVE-2020-27842 &4 97 %
CVE-2020-27843 CVE-2020-27845
SuSE Local P, Oct 26,3032 Fd,Oct2s, 202z v 201E-21010 CVE-2020-27634

SUSE: Security Advisory (SUSE-SU-2022:3801-1) CVE-Z020-27842 CVE-2020-27893 %,

CVE-2020-27845

CVE-2022-3155 CVE-2022-3266
CVE-2072-30736 CVE-2022-30740

Security Checks 240 AMUTC &30 AN UTC

&5 Gaign) |

[ ma gy |

S o e SuSE Local Fi, 0ct28, 2022 Fii OctOB, 2022 CUE-2022.39250 CVE 202239051 g popprerenuy
FLEEE By SR CNOE ST e 1) Security Checks 136 AM UTC 4:36 &M UTC CVE-2022-40956 CVE-2022-40957 & L

CVE-2022-30958 CVE-2022-40050
CVE-2022-40960 CVE-2022-409%62
: . E-2017-6691
i SuSE Local Fri, Oct 28, 2022 Fri, Oct 28, 2022

SUSE: § (SUSE-SU-2022:3797-1) b 5 4 - 5.1 tighy |

USE: Security Advisary (SUSE-SU-2022:3797-1) Zomvilty cheks M e i e 2016-1000654 97 %
2021-46848
ey ; > SuSE Local Fii, Oct 28, 2022 Fri, Oct 28, 2022
SUSE: Security Advisory (SUSE-SU-2022:3795-1) ety ehecks 56 M UTE 5 A UTE CVE-2022-0216 CVE-2022-35414 2, HEETIOCDEE 7%
i i e o : SuSE Local Fri, Oct 38, 7027 Fri, Ot 78, 2027 e . &
SUSE: Security Advisory (SUSE-SU-2022:3791-1) Secimity Chicks 4:35 &M UTE 4236 AM UTE CVE-2021-46828 = EEETTEE 97
Huzwel Euler0s

Huawel Euler0S: Security Advisory for Ziib (Euler0s-5A-2022- Lo Fri, Oct 28, 2022 Frl, Oct 28, 2022 et 2 eereee
2641) ?ID:I::I":I:Ie(um G AR TS A% A LITe CVE-2022-37434 e d) 97 %
Apply to page contents ¥ | [

[ pliad fillars s esl=1) 1- 10 of 105698 [> [
D-6. SecInfo — CVEs
(g} | & Greenbone Seeusity Assistant -~ % | 4= - @
&« O A vFUT Batpe//192.168.1.104:9392/¢ A = @ 2

Dashboards Hasilenncs fiecinfo Canfiguration Adinistration
@ Filter OXOOF - v
B

i CVEs 198510 of 198510 g

CVES by Severity Class (Total: 190510) CVES by CVSS (Total: 198510}

95954

O 1- 10 of 198510 > [
Name ¥ Descript Published - erity
CVE-2022-  The url parameter of the fapi/gecjscn endpoint in Metabase versions Bamp;it;44.5 can be used  Wed, Oct 26, 2022 eI
a3rre 1o perform Server Side Hequest Forgesy attacks, Previously implemen. .. B:15 PM UTC
CVE-2022-  The HICT Loop dass In Delta Electronics DIAEnergy v1.9 contains a SOL Infection flaw that Wed, Oct 26, 2022 I aa e ]
43775 could allow an attacker to gain code executlon on a remcte system. 6:15 PM UTC
CVE-2022 The HandlerPageP_KID cl. in Duefta Electronics DIAEnergy v1.9 containg a SOL Injection flaw Wed, Oct 26, 2022 ot (e |
43774 that could allow an attacker Lo gain code execulion on 8 remole sys... 6:15 PM UTC ’
CVE-2022- Apache 10TDB version 0.12.2 to 0.12.6, 0.13.0 to 0.13.2 are vulnerable to a Denial of Service Wed, Oct 26, 20212 e
43766 attack when accepting untrusted patterns for REGEXP queries with 1... 415 PMUTE
CVE-2022- drivers/usb/mon/mon_bin.c in usbmaon in the Linux kemel before 5.19.15 and 6.x before 6.0.1 Wed, Oct 26, 2022 [ it (raal
43750 allpws a user-space dlent to corrupt the meniter's Internal memo 4:15 AM UTC
CVE-2022 Improper privilege management vulnerability in summary report management in Synology Wed, Ot 26, 2022 [ c.ofieg) |
43749 Presto File Server before 3.1.2-1601 allows remote authenticated users to b... 10:15 AM UTC '
CWE-2022-  Improper imltatlon of a pathname to a restricted directory {'Path Traversal’) vulnerabllity In file  Wed, O« 26, 2022 o (Lma =]
a37a8 aperation managamant in Synalagy Bresta Fils Sarver befare ... 10:15 AM UTE Stk
CVE-2022- bararmuwndi Management Agent (BMA) in baramundi Management Suite (bMS) 2021 R1 and R2. Wed, Oct 26, 2022 [ oogieg) |
43747 and 2022 R allows remote code execution. This Is fixed In 2022 R2. 4:15 AM UTC
CVE-20 in libexpat through 2.4.9, there is a use-after free caused by avereager destruction of a shared  Man, Oct 24, 2022 — s Uigh) ]
43680 DTD in XML_Extesnal EntityParser Create in out-of-mermory stuatia... 2:15 PM UTC CvsS:3.1 ke 4
CVE-2022- In free5GC 3.2.1, a malfermed NGAP message can crash the AMF and NGAP deceders via an Mon, Oct 24, 2022 oy AVILAC:U .

43677 indh f-range panic in itstri 2:15 PM UTC 2 v, Iy

Apply ta page contents ¥ Ty
1- 10 of 198510 > [
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D-7. SecInfo — CPEs

{ u | 4 Greenbone Securiny Assistant - X
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Dashhaards

@
CPE

+® | CPEs 1074542 of 1074542

B.211 drold

cpejactaskstacks: 4.8, 22~ nmpndroide ~

ks banks: 4.9, 2: v m v android -~

+

Btps(192168,1,104:5352 cpas

Fitter

Tasks.org App 4.8.21 far Androbd
Tasks.org App 4.8.22 for Android
Tasks.org App 4.9.0 for Android
Tasks.org App 4.9.1 for Androld
Tasks.org App 4.9.2 for Android
Tasks.org App 4.9.3 for Android
Tasks.org App 4.9.4 for Androld
Tasks.arg App 4.9.5 for Android
Tasks.org App 4.9.6 for Android

Tasks.org App 4.9.7 for Androld
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Modified ¥
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o UTC
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P UTC
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PMUTC
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PMUTC
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M UTC
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PMUTE
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D-8. SecInfo — OVAL Definitions(&%)

(g} | & Greenbone Secusity Assistant - x| 4= - @a

< G A TFITEE Bttps/192.168.1.104:9392 ovaldefs A T @ 2
Ranilence Siacinfo Configuration
@ Fitter OXOOF - ¥
OML
1 OVAL Definitions 28175 of 28175 [
OVAL Detinitions by Severity Class (Totok: 28175) OVAL Definitions by Class (Total: 28175)
B created OVAL Defs
B Total OVAL Defs
O ] <1-10ef 20075 = [
Mame Version Status Class Created ¥ Modified CWEs il
Man, Aug 17, 2015 1:00  Wed, Aug 19, 2015 7:24
aval:trg.mitre.oval :dof: 29043 1 DRAFT Inventory F:‘"lm':"" P UTE 9 o
ol 510/ veg.mitre.oval i oval ml
W isbatitodbi i Micraseft Access 2003 Is Installed
Mon, Aug 17, 2015 1:00  Wed, Aug 19, 2015 7:24
oval:erg.mitre.oval :def: 29919 1 CRAFT Inventary P mc"'n P UTE 9 o
Foval/ 5. 107 org.mitre.oval/i/ oval.xml
Microsoft Access 2003 5P Is installed
Fri, Aug 7, 2015 $:3LAM  Mon, Aug 31, 2015 §:00
aval:org.mitre. oval:det: 39082 z INTERIM Inventory e e = a
fuval5.10/org.mitre. ovalii/oval sml
o SRR Microsoft visual Studie 2015 Is Installed
= Fri, Aug 7, 2015 8:31 AM Man, A 31, 2015 8:00
aval:erg.mitre.oval :def: 79389 H INTERIM inventory U';C i nnnumw ]
foval/5. 10/ org. mitre. cval/i/aval xomi
i Micraseft Windows 10 Education Is installed
" Fri, Aug 7, 2015 8:31 AM Man, Ag 31, 2015 2:00
ovalitrg.itre.oval el 29412 2 INTERIM inventary e iy e 0
fowvalis. 10/org. mitre.oval/l/oval seml
Micraseft Windews 10 Enterprise |s Installed
z Aug ¥, 2015 8:31 AM Mon, &g 31, 2015 8:00
aval:org.mitee,oval:def:29438 2z INTERIM inventary ot i i o
fovalfs. 10/org.mitre.oval/l/oval ml
i Microscft Windows 10 Home |s Installed
; Fii, Aug 7, 2015 8:31 &AM Man, Aug 31, 2015 8:00
oval:prg.mitre.oval def: 29489 Z INTERIM inventary ul';c - ,..:\\"U-gc"’ o

‘oval/5. 10/org.mitre_oval/l/oval seml
e Microseft Windows 10 Professional is installed

foummnkors Seuity Aisitant (Gma) PR ML PR T
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D-9. SecInfo — CERT-Bound Advisories(&8%)

45

(g} | & Greenbone Seeusity Assistant -~ % | 4= - @
e O A TFTAEELL | betpsy/192.168.1.104:9352 /certbunds A T @ 2
tashhaards Configuration Adminsstration
@ Fitter OXOOF - ¥
(i)
CERT Bund Advisories by Severity Class (Total: 13774) CERT-Bund Advisories by CVSS (Total: 13774)
B e CERT-Bund e
Advs.
i Total CERT-Bund
ion [
i II I
i+ 0
E n
i ; e -
4 A L B4 5 6T B B Y
Severny
O 1 <11-10ef 23774 = [
Name itk Created ¥ CVEL Severily
Tue, Jun 14,
CA-KZ1/1198 Red Hn prise Linux: Scl pglicht Coded 0 2022 12:00 AM z [ ms(ugh) |
ute
Tue, Jun 14,
CR-KZZ/0707 TYPOZ Cora: Mehrare Schwachstallan 20327 12:00 AM s BT
C
Tue, Jun 14,
CH-KZZI0T06 TYPO3 ion: Mehrere ichen Crass-Site Scripting 02212000 4 Lot tHeiurn} |
ure
Tue, Jun 14,
CB-K22/0705 [ed Hat OpenShift: Mehrere Schwachstellen 2022 12:00 AM w 0.8 (High) |
ure
Tue, Jun 14,
CO-K22/0704 fed Hat Openshift: Schwachstelle ermeglicht Denlal of Servics 2022 12:00 AM 1 7.5 (High) ]
ure
Tue, Jun 14,
CB-K22/0703 SAP Software: Mehrere Schwachstellen 2022 12:00 AM 10 0.8 (High) |
ute
Tue, Jun 14,
CB-K22/0598 Xen: Mehrere Schwachstellen 2022 12:00 AM 3 5.7 [ Hilin
uTe
Tue, Jun 14,
CB-K22/0671 Mozilla Firefox und Thunderbird: Mehrere Schwachstellen ermialichen Codeausfihrung 2022 12:00 AM 14 [ 6 gty |
uTC
Ty it




D-10. SecInfo — DFN-CERT Advisories(&%)

{ u | & Greenbone Seeuriny Assistant - | x| == 2 o

& O A rFIUTIERGL | heps/192.168.1.104:9392/dfnc

Dashhaards Configuration Adminsstraticn

@ Fitter OXOOF - ¥
oFN..

CERT

1| DFN-CERT Advisories 29431 of 29431 [
600
- Low Created DIN-CERT
= - Advs

oA T 6T 8 B Y

NA Lo 2
Zevarny
O 11-100f 20431 [ [

Name Title: Created ¥ CVEL  Severity

DFN-CERT-2022-2405  Wireshark: Zwel Schwachsteflen Denlal-of-Service-Angriff L';‘[l Oek 27, 2022 st AR o e
DEN.CERT.2022.2405 m&:;&;::;::.ns:m:ﬁ Apache HTTP-Server, Expat: Mehrere u. 8. das m 0ct 27, 2022 6:45 AN o e ]
DEN-CERT-2022-2404  GNU Libtasni: Eine Schwachstell glicht u. a. einen Denlal-of-Service-Angrff F}I\'_I‘ Oct 27, 7022 545 AM | T
DFN-CERT-2022-2403  Blbllothek MAD Hibmad: Zwel Schwachstellen ermaglichen u. 3. Denlal-of-Service-angriffe L';'; Oct 27, 2022 532 AN st ]
DFN-CERT-2022.2407 1AM WebSphere Application Server Liberty: Eine Schwachstelle ermaglicht vinen Denial-of Service-Angriff F‘T‘C‘ O 27, 022 331 MM 4 e (vuchy |
DFN-CERT-2022-2401  curl: Zwei u. a. das von i L'T"é Oct 27, 2022 523 AN, a1
OFN-CERT-2022-2400  curl: Zwel Schwachstelien u. a. das von ‘;“Me‘:”?“ 26, 2022 3:25 2 o TTe——
DFN-CERT-2022-23%9  Linux-Kermed: Mehrere: . 3 die Son von Privilegi ‘;V"bdmocl 26, 2022 3:23 17 e ]
DFN-CERT-2022-2398  QEMU: Mehrere lichen v, &, Denial-of-Service-Angriffe ‘p“;“":nfr{“ 26, 2022 3138 8 [ Sagines) |
DFN-CERT-2022-2367  Grafana: Mehrere Schwachstellen ermeglichen u. 3. einen Cross-Site-Request-Forgery-Angriff m‘:}%‘ by avaz Sl H 8.8 (High) |
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D-11. Configuration — Targets

Greennone Secinity Assistant - X = (=]
Ty

- O A vFUTEEEL | s 192.1681.104:9

Recilisnss farinfn Canfigueatian Adminictratian

@ Filter CXOBHE - x

@ Targets 4 of 4

] 1-40f4
Hame & Hosts 1Ps Port List Credentlals Actlons
pell? 192.168.1.117 1 All TANA assigned TCR [INE =0d
pel70 192.168.1.170 1 Il 1ANA assigned TCP i g =drud
$vraa? 192.168.1.247 1 All TANA assigned TCR [l g =]l
swr2s3 192.158.1.253 4 All LANA assigned TCP I Eg=1rsd

Apphy to page contents ¥ | [ i

1odofd

D-12. Configuration — Port Lists

x = = (=]

Rpsy/ 192.168.1.104:

| | & Greentione Secusity Ausistart

= C & vRuT

Davhbuanls Seans Anvels Resilienar SeInde Cunligwralion Adminislration
DR Fitter BXOBH - .
E Portlists 3 of 3
[‘-I » 1-30f2
Port Counts
Name & Actions
Total TCP upP
AR [AMA aselgned TCP e
(Version 20200827.) 5826 5836 Q =] [c
AN laMA assigned TCR and UOR Lol
(version 20200827.) 11318 5836 5482 Bk =] c
AN TCP ang Nmag top 100 UDP [
{Wersion 20200827.) 65535 B85535 100 ER =1/q

Apply to page contents ¥ | [ o
- S i TR bt —
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D-13. Configuration — Scan Configs

) | & Greenbone Securiy Assistant - ¢ x| — (5]

€ C A b7 scancanfigs PRI T T

Dashbaards

[OTR A Filter OXOBE hd

@Scan Configs 7 of 7

s} 1-70f7

Family NUT=

Name £ Tvee Total Trend  Total Trend Actions
(B;::i( configuration template with a minimum set of NVTs required for a scan, Version 20200827.) “ iR i ¥ B = Qi
(Dmuimw scan configuration, Version 20201215.) ® openvas 10 = e I E£=10d
?I’:“nf;?t\r and static configuration template. Version 20201215.) £ fperias 0 - N - o
E;!ol:;ﬂ:\.f:‘ss(; Imized by using p collected Version 20201215.) © openvas ss = e e
'(‘No::wbnlrsl:ol::gbiscwerv scan confliguration. Verslen 20201215.) “ Prone -2 B z oE i Qi
(Confipuraton with checks for Log4] and CVE-2021-44226, Version 20211227.) © oopenws 10— = ree
System Discovery © gpenvas s — 0 - B =1

(Network System Discovery scan conflguration. Version 20201215.)
Apply Lo page contents ¥ | % {7 i*
1-7cf7

D-14. Configuration - Report Formats

) | & Creenbone Securiny Assistant - | x| o — (5]

< O A EFUTES

Dashboards Canfiguration Admunistratian
@ Filter OXOBFE v
ﬁ Report Formats 6 of 6
1 1-60f6
Name & Extension Lontent Type Trust {Last Verified) Active Actions
AnGnymaus XML ] ® fes -
{Anonymes version of Uw raw XML report. VWrsion 20200827,) xnl botfxml (10y31/2022) Yes ]
L5V Results & - - Yes
{8V result Bst. Version 20210304, £ L {10/31/2022) i 4
na [ T " fes
(German *IT-Grundschutz- Kataloge” repart. version 20200827.) Lo toxtfesv {10y 31/2022) ]
FOF & i ves
(Partable Document Farmat report. Version 20220821.) ol 3pphication/pdf (10y31/2022) £
T & SE L ves i
(Plain test repart, Vession 20210122.) tt text/phain (10¢31/2022) Yes 2]
XML o fes =
(Raw XML report. Varsion 20700627.) X taxtfxml (10/21/2022) Yes 4

Apply to page contents ¥ |3 (]
1-bofe]
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D-15. Configuration — Scanners

o | @ Greenbone Secusity Assistant - ¢ % o = (8] x
& O b EFUTREUL | hps/192.168.1.10459352 scanners FERTE - T
Q
Diashboards E Canfiguration Adnunistration &
@n Filter OXO@F hd
L]
@Scanners 20f2 L
1 1-20f2 9
Name & Host Port Type Credential Actions [+
CVE &3 CVE Scanner Ll A
Openvas Default &a 2:;‘,:‘:5 L A :
Apply to page contents ¥ | [ i
—— 1-2002]
1]
cisasons St vt (a3 Sopinga € S35 B St il i a2
D-16. Administration — Users
o | @ Greenbone Secusity Assistant - | % o = (8] x
& O A PFIUTEEUL | bees/192.168.1.104:9352 users A vt @ 2
Q
Diashboards Canfiguration Adnunistration &
@an Filter ORODE - v P
(T users1of1 &
s
1<]1-1ef1
MName & Rubes, Groups Host Arcess :",':!""“i‘““"“ Actions &
Katsumi &y Admin Allgw all Local L = rad +
Apply to page contents ¥ | D3 3
=i h-1001
£}
i S i 65 i b

49



D-17. Administration — Roles

) | & Creenbone Securiny Assistant - | x| — (5] x

¢ O A tfTEELL

Q
Dashboards Canfiguratian Adnuinsstration '
o Filter RO - v
L]
(T Roles 6 of 6 &
[} 1<]1-6of8]
Name & Actions &
Addmin )
(Administrator. Full privileges.) 1 +
Guest )
(Guest.) LR =17
nfo &
(Infeemation brewser.) 1 Qe
Monitor 2] -
{Performance manitor.} Tor
Obiserver )
(Observer.} B =1Tsd
Usier &
(Standard user.} Tee
Apply to page contents ¥ | T 1
Applied Alters serv=name i1 mouize10} 1-60d6
[E:1)
D-18. Administration — Permissions(&4)
B | & Greenbone Securiny Assistant - | x| — (5] x
& O M rRUTREUL | s/ 192.160.1.104:9352 /pern B - B @
Q
Dashboards Canfiguratian Adnuinsstration '
E] Fiiter : DXROAOF - ¥
L]
</ Permissions 205 of 205 &
[} 11-10cf205[> [
Name & Hesource Type Hesoiroe Sulject Type sulject Actions &
authenticate &a  Role Guest may login Rl P s
authenticate & Role Monitor may legin Rle £ 7
authenticate &b Rele User may fegin Rale Aot
BUthenticate &3 Role Info may login Role Info L i
authenticate &8 Role GBserves may login Rale Obserr P o
create_alert & Role User may create a new Alert Rale Uger £ O
create_sssst &3 Rele User may create a new Asset Rale User Aot
create_config &3  fole User may create a new Scan Config Fole User e = e
ereate_credential &4 Role User may create a new Credential Rale Usier r
create_filer o Role User may create a new Filter Raole User £
Apply to page contents ¥ | % [l i
. 1-10f 205> [3]
[E:1)
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D-19. Administration - Performance

+

B | & Greenbone Securiny Assistant - | X

« O A rRUTEELL

Dashbosrds

Y
- \
J ’ Performance
Timezone UTC
10/31/2022 [7
Start Time o
1 [FLEE
11/01/2022 [
End Ti
ndTime [ELE:!

Report for Last  Hour Day Week Month Year

Fallback Report

Btpe [ 192.168,1,104:9.

Hesilience Adminastration

Configuratian

Greanters Security Assitant (G8A) Copyraght (C) 2 rvurka GenbH, wen gkt

D-20. Administration — Trashcan(L&p)

2 o Fr B @ 0

+

=

(=]
¢ O A tfTEELL

& Greenbone Secuity Assistant - T X

Dashhaards

Contents

Type

alerts
Audits
Credentials
Filters
Groups
Motes
Cverrides
Permissicns
Podicies

Port Lists
Report Formats
Roles

Scan Conflgs
Scanners
Schedules
Tags

Targets
Tasks

Tickets

Alerts

e alerts availabld

Canfiguration Adminsstration

Lmgty Trash

w“oe e pooeooeoceoneo s
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D-21. Administration — Trashcan(H/f&)

B | & Greenbone Securiny Assistant - x| — (5]

& O D PFIUTEEUL | bees//192.168.1.104:

Dashhaards Hesiliance Canfiguration Administration

Credentials

e credentals avallable

Filters

N filters available

Groups

No Groups available

Notes

Mo Netes avallable

Overrides

Nao Overrides available

Permissions

No permissions available

Policies

No Policies available

Port Lists

Mo port lists available

D-22. Administration — Trashcan(TF&B)

2 o F B @ 0

+

B | & Greenbone Securiny Assistant - x| — (5]

& O D PFUTEEGL | bees//192.168.1.104:

Resilennce Canfiguration Adminsstration

Scanners

No scanners available

Schedules

to schedules avallable

Tags

Mo tags available

Targets

teo targets available

Tasks

(]
HName Status Reports  Last Report Severity Trend  Actions
pe11? | none R Man, Ot 31, 2022 11:38 AM UTC T T =
pelzo T 1 Mon, Oct 31, 2022 4:36 PM UTC T i X
sur247 —— X
sur247 ETTTEE ) Mon, Oct 31, 2022 11:57 &AM UTC T X
surzs3 e ] i
svr2sa  ew | T
59r253 T Mon, Oct 31, 2022 11:15 AM UTC T mx

Tickets

Mo tickets available
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D-23. Administration — Feed Status

) | & Greenbone Secusity Assistant - F x| -

& O D EFUTEEGL | hees//192.168.1.104:

Nashboards Resilience SecTnda
% Feed Status
Type Content ‘origin Version
VT Agh TS S - : 1013
scap ; €PFs ™% ovaL Definitions S o
CERT &y CERT-Bund Advisories ") DFN-CERT AQVISOries  opmy porny 0
owno_oums [, (" 5 I (Bl Formats @ Eintos  gwrnd ot asd 1005

Status

4 days old

4 days old

4 days old

4 days old

Configuratian

Administration

D-24. Administration - LDAP
[ u | # Greenbone Security Assistant - | % + — (5] x
&« C A r5TEELL 2 = @ 8

Dashboards Resilience

@@

h' LDAP per-User Authentication

Enabled Ho

LDEP Host 127.0.0.0

Auth. DN userid="%s,dc=example,dc=org
Activation

Expiration

MDS Fingerprin

Tesued by

Configuratian

Administration

D-25. Administration - RADIUS
B | & Grecrbone Security dasivant - £ % | -0
& O D rRUTREUL | hees192.168.1.104:9352 radius L+ T « I I

Nashboards Resilience SecTnda
=
h’ RADIUS Authentication
Enabled No
RADIUS Host 1
Secret Key -
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D-26. Help — User Manual

) | & Greenhone Security dssistant | X | b Greenbane Security Managerw x| 4= - o o=

6] ] //docs.greenbone.net walfgos-20.08/e s hitml Lol v SRS R B

Greenbone Security Manager with Greenbone 0S 20.08 - User
Manual

This i& the manual for the Greenbone Secunty Manager with Greenbone OS5 (GOS) version 20.08, Due to the nu
merous lunchional and other differences belween GOS 20.08 and previous versions, s manwal should not be used
with older versions of GOS

The Greenbane Security Manager is under constant development This manual attempts 1o always document the
Fatest software release, 1L s, however, possible that latest funchionalibes have nol been captured in thrs manual |

Should you have additional noles or error conrections for tis manual send an e-mail to the Greenbone Networks
Support (support =

on et)

The copyright for this manual is held by the company Greenbana Metworks GmbH The license information far the

used by the G5M can be lound at 1 /. Greenbone and the (e
- logo are reg oG GmBH. Other logos and registered rademarks
wsied wathen this manual are the properly of hew respectve owners and are used only for explanatory purposes @
D-27. Help — CVC Calculator
[ u Greenbone Secuity Assistant X | == — (5] x
& O D EFUTREGL | hetes/192.168.1.104:5092 Al @ @ -
Q
Dashboards L Adminastration '
L]
c..gs CVSSv2 Base Score Calculator Clgs CVSSv3 Base Score Calculator 1S
From Metrics: From Metrics: 9
Access Local - Altack Vector | Network v &
lnstack .
(:m‘:ﬁ:;: Low v Complexity 29 T ar
A cation Hane v Nene hd
Confidentiality None A None b3
Integrity  MNone v Unchanged T
Availability  None s Confidentiality | None R
From Vector: Integrity | None T
Availability | nore b3
vector | AVILAALILAWNCN/LNG
From Vector:
Results:
WSS vl ,
CVSS Base el CIL/PRIN
Vector AViL/AC:L/Au:N/C:M/L:NAN Vector
| 0.0 (1eg |
Severtly Results:
CWSS BASE oo oy e
Vector  CVSS:RL/AVINAC: L/PRIN/UTNIS: U/C: N/T:NFAN @
Severity
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D-28. Help — About

Dashbosrds

About GSA

END REPORT

) | & Greenbone Seewity Assistant

Btps192.168,1,104:5352 about

Hesiliance

Sustainable
Cyber Resilience

Greenbone

Greenbone Security Assistant

Version 21.4.3|

The Greenbone Security Assistant (GSA) is
Management {GVM).

he web-based user interface of the Greenbone Vulnerability

GEA connects to GVM via the Greenbone Management Protocol (GHP) making the extensive feature set of the
GVM backend avallable, covering vulnerability scanning, vulnerabl . and related activies.

GEA adds various smart features and forms a powerful tool to manage and maintain a high resilience level of
the IT infrastructures.”

Cogyright (€) 2017-2021 by Greenbone Networks GmbH

Licente: GNU Affers General Public Licanse version 3 or any later versian (full licanse taxt)

This web appllcation uses cockles to store sesslon Informaticn. The cockles are not stored on the server side
hard disk and not submitted anywhare. Thay ara lost when the session is closed or expired. The conkies are
stared temporarily in your browser as well where you can examine the content.

The GMP dacumentation ic available here.
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